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Abstract

The accuracy of neural network models has been increasing under the
continuous development trend of deep learning. However, due to the nonlinear
characteristics of the neural network models, it is difficult to explain their internal
working mechanism, thus limiting the application of deep learning systems in data-
driven correlation analysis. The purpose of this paper is to investigate the
interpretability of neural network models from the perspective of Fourier analysis.
Meanwhile, this study surveys the relationship between frequency-domain features
of samples and model prediction as well as model robustness, to provide an
interpretable basis for designing efficient neural network models.

This essay completes the analysis by using the convolutional neural network
ResNet-18 and the dataset CIFAR-10 to solve the image classification task. The
work contains two tasks. (a) The task separates different frequency domain
information by methods of Fourier transform and low-pass filtering as well as high-
pass filtering. Moreover, it tests model accuracy in high-frequency and low-
frequency domains respectively to investigate the influence of different frequency
domain information on model prediction accuracy. It is concluded that in the process
of model refinement, the low-frequency information in the images plays a more
important role in model prediction, and the convolutional neural network model
prefers fitting the low-frequency information before the high-frequency information.
(b) This paper introduces an analysis way called Fourier heat map to observe the

different sensitivities of high-frequency and low-frequency information under noise
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corruption, so as to analyze the model robustness theory. Moreover, another dataset
called CIFAR-10-C is used to analyze the robustness of data enhancement models.
By observing Gaussian enhancement and adversarial training which all perform well
under noise corruption, it is found that these two ways all improve the robustness
concentrated in the high-frequency field and reduce the robustness concentrated in
the low-frequency field. What is more, the task also combines the analysis of
structural similarity index and Fourier heatmap to provide interpretable analysis for
the data enhancement models in different image channels.

This paper summarizes the association between the frequency domain features
and the internal principle of the model in deep learning, which provides a theoretical
basis for the subsequent improvement of the neural network model. The analysis
method used in this paper can also be used for the interpretability analysis of neural

network models in other application areas.

Key words: convolutional neural network, Fourier transform, data

augmentation, robustness problem
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SPGB LB R R, ST IH— AR, KIS R B E N0 ~1 N X T EdifE
BRI S, s B Ec T I DR, BRI R R e A R AR AT AR S A
B B GHRIEAC B S el 45, s B OB R P e N (R, R

13



I N . A S AR,

N2 B NEL) B S S AR AT AT A [ R A — AR . AR TR RS 5 B
MNESE B Eefl e Runsk 2-1 Fios:

*2-1 FNARIE B e P S L85 A 7R o s I Kt
JERREM FRES FEE(%)  IEBEEEE FEES FE%)

HARGEIER  0.02 10.00 FAHSI@EIER 001 10.00
HAMGEIESR  0.03 10.00 HAEE@EER  0.08 10.02
HAGEIER  0.04 21.24  HAMEEIEIER 015 10.35
HAMGEIER  0.07 2127 HMEE@EEN 026 10.82
HARGEIER  0.11 2295 HAHEDEIER 0 036 13.65

FEAE I Y8 U 0.14 27.27  HEAEEIERER 0.50 14.03

HARGEIESR  0.18 29.58  HAHELEIER  0.58 14.55
HAMGEIER  0.21 31.89 FEAEEEJEN 0.61 14.30
HARGEIER  0.28 37.60 HEIAEEIEIEH  0.65 14.93
HAMGEIES  0.32 4239  HEAEEGEIEN 0.68 18.70

HARCEERE 035 53.51  FRAHEEIENE 0 0.72 20.38
HAMEIES  0.42 63.02 FEAEEEJERH 075 32.60
HARICEER 046 69.47 FRAHEIEIEN  0.79 33.17
HAMEIESE  0.50 69.19 FRAEEEJER  0.82 36.83
HARCEE 057 81.31 HEAHFIEIEN  0.86 45.35
HAMREIES  0.64 83.39 HMEMIEIEI  0.90 57.46
HARLEEE 071 86.29  HEAHEIEIEN 093 57.72
FAMGEIER  0.78 87.22 HMEIEIEH  0.96 60.14
HAMGEIER  0.92 88.50  HMEMIEIER 097 88.56
PAMEIESE  0.99 88.56  FRAHmIEJEM  0.98 88.56

X 3R YIRS I AT 3545 (A S B /E MATLAB AT #i 26Dl & T 15, 76 B AR IIZR I

A HARAIE S B S A SRS Y SO A B 1 ) s i ] 2-13 o
HH Hcdhs 20 B A B R 7s w4
(1) PREEPPE N 2 A5 (AT RY T e AN 32 3 BUE R ARAIE B2, 52 B iy 4

15 BRI .

(=

(=

(=

(=
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(2)  TEERIIGRHIFHZ N SR ResNet-18 1, MEMME AL 5 L 30%HF, BG4
RILTLRI AT ERAT 40% 5 50%[FIAERG A, L 1/ B I S B R] 2E A A J) 3k A5
Bom e R . RN, R INRSE S R PUR SEALMERA IR, RS B T
50% I}, MR L RE I B T0%IBRRE R, Ul WIS 2 R T v A 1
(G NTALNS

(3) S B HERA RS M E P ST, 2 B P R s B b, A
AREFRBLEGR RAS I, BIAE s 5 B ETE R EE 60%I, BAKS VY A 15%.
(Rl BE o S B L BT, B T R e AR 2D BT, E R R A T
R ERE DAY AN (S T =P

(4) B AEARIE P e B AR e I PR 15 B S AU FE I R R TS, 2l PRAR(IGE
JEE RIS 2 AT T b i R B T B AR o e I ) = S 2. AT
UEAS HH IR S 5 ST A 22 X 2 A AR A 1| R R AR S U0 S IS 2 0L 5 s DAE 2

100

—o— HER

90 M—x— "EHiEE /e/e/%
Y — o /‘T@
70 /e—e)

60 i 7
i /
;HE 50 /Q/

g I .
oot /

20

0 0.2 0.4 0.6 0.8 1
Ee 1l

2-13 AGA B A e R TG P S
25 AENG

7S 8 3 I X i ARV R A AR v DE I N B R A5 B HEAT 0 b, W SUARE B
e P SR AR R TN AR PR T o B — T VRN A T AR SCSE SR I8 B e £ o 2% A A
ResNet-18 (1% £ £5 A4 A AL TR L T ) B 28 A SR 7 RAE S5 25 5 CIFAR-10.
BN T RGN B BRI ST, e R L AR MR Y i K i U
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BT AR G P RS B B R =R B AR SRR A B AT BAR A e, i T
fEscie R S DU XS SRAR A5 RAAT AR . AT SR, A5 H R I g AR S UL A IR A
R, BUEEIE SR, RS S B B BEAT R AT R 2 b e IRAEAR
AT IR DA IR P BT ST

A B 1 73 2 o AR EAR rh s D R AR JS AR 5% Bl ot e 22 R 23 AR A 2Rl R
BI2D 1 g T 3k ] AN 0 e 0 R 28 B R AT PR T o B it — 20 (R mT e 1k
M TARRAE N —BIBDRIT, 5, RS AR R 08 5 2 008 b 1 e 1) ST
WAL BEAT HE— D T

Il
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FB=F BEEERARESEMENTTERE S

A B 2 BT T N A D 38 I ok B AR ) O ORI R G o A TR ] R T AR AR B
VEREAT PIRRENE A, EE Y N=00, B, KRG BT RIRREE I AT X 22 ) 2 A T it
17 200 55 SR « B35 CIFAR-10-CU20R 0 A A I SR Y g & i, SR B il
5 (R Bt 1 s AR R A X TR L BRI S AR S M I RE T R R R A AU
FESUE I REAS i BEN U NN A 050, e o L P T g 1 P W s s R R A
RT3 45 R AT AR E T

AT AT IO HLER S ) AR RS e s ST TR, RIS AR SR
e MR E PR I BdE SR CIFAR-10-C #EAT 74 5% 5 L2047 JR PRRE, X L
AP 0 A il SR BRREAT 1 VR . B = AR DU N SR R R R T, RGeS
Wrigam . LA 5m KOt STl g = SR HCHE Y o AR R (1 S8, ARGE AR AL B e R A S R L
I T WA A7 xS 18 i 5 s An ] ST AR R 8 B PR R AT 1 T R E il SR TN
RFNGE, BEEARTNERARKKIETT A

3.1 REEHEEE

PRLE I ZX AR B H TR FE R R R, FERFA 4, SRtk T DL g SO 2R
RGBS AR R R MGE T e TSRS, BRI RN ZSREILRE IS N
AFRITIE, R AR SR I s S A s % ) i 2 i B, SRR R REOR B A AL
Pho FfEgiit AP, Huber 12 7 WN=ANEME SRR B HEIE. 58—, JETHLEZIH
FEAREOR, WA E RGBS R AR B, B A S AR I
22 B dr, AREXS SIRVERE T AEBUINE I S =, A B R SR SRR B ILROK
{72 (BT, ANBE A X SR e O HEE AR

TEARESLI T, KRBT EdE4E CIFAR-10-C X} ResNet-18 5570 5 A% 47 14 5 470k
HIE R EEA TR . 2B AEARYE ImageNet-C A 1200 b AR G AN IRIE #4531 . CIFAR-
10-C Hd S Tl 7 A R H B Sk 2B E BS54 CIFAR-10 BE4E 1) 15
TR R, A AR L B KRS, BRI 3-1 Pos. [, B
SEHIEh LR ) 2 FEE, RERP USSR S 5 AN A ™ E AR A B BGRB8, fig
SR A SE P AN RIBLR ISR & R TR fE
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K] 3-1 CIFAR-10-C Hfiif: M aicaty F Ry (5 A2

% 3-1 HIRIIZ:) ResNet-18 #HEHYZE CIFAR-10-C EUHE 5 T RS 2 R 45

e FE SN\ S 1 2 3 4 5

i T 7330 58.03 43.93 38.23 33.88
ORI 75 80.45 73.60 55.10 4851 39.59
kg 79.57 7134 64.66 49.80 38.73
AR 87.84 84.66 76.68 6532 45.12
PRI R 4372 4501 47.66 36.90 37.74
ZIE L 80.09 7143 62.82 62.81 55.44
i TB R 75.75 72.08 6540 59.72 50.75
5 79.80 67.31 7224 69.69 63.72
A 8297 7582 64.80 8537 52.73
% 87.46 85.37 8219 77.96 62.47
W LA AL, 88.20 87.46 86.21 85.05 80.82
KL ARA 87.09 80.55 73.69 58.40 25.95
SRR i 79.87 79.75 74.67 68.24 67.01
TR 84.77 77.84 72.07 5458 39.42

Jpeg L4 81.28 76.48 74.94 72.74 69.02
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PAE AR YIZRI) ResNet-18 B4 9, 7E1)IIZ% 200 #&1) ResNet-18 HEAYHE EETE F 90%[H)
LR, ZER SR B ARS BE CRAT: %) W3R 3-1 o . FRER P il & nr 43,
XA RSB UG, A SRR IS A ], MR RN, AT AR
A ey DU ORG F82 T i 00 S AR FE PRI, DR B S /N, 3 2 B T R i 4 o e
AR T EI TN EEE SR B E BD, 5 BB R TG IR FLEAT A T

TEAZ FTAT B BRI rp, 8 R O A X e s TR A B S A M 7L . 7E Ji5 RS
Brep, R B i TR A L ORI P R K g = IR Ik JR T AR R .
B 1b 5 o K B MR S BRI, DRI R FH R B AR S R M B i A T R 3@ i fof
M FRRE 1 =R 08, BT SN, JF 5 R A B e AT LU, e
BB G SRS HRATUME 75 BN R AR A e S

3.2 HEHAERDH

FEARTT R, K I BB 234 7 MR ) 5 X 4 22 X 2 A TR i3 4T ) g
PEIP Ao 8 EEL I B AN [ B gk 1) s e W 7 080 PR i e A ) 0 €8 AT B
AE 1% fa] v ELOL RS2 A RIS A5 S B PR R RE . AT 28— B0 7Kg /A3 o B SR Y 2
JRJFER, 5 AR i B AR ISR T AL R 4l B I A R AT s i s

321 BEMHAEERFEE

e B 508 1 2 S SEAR O s e B PR 0 SRAT 55 (0 e 2 X 4 5 S MBS ) R0t L 3
AT AOREE 73 A, JF ARSI OINBENLE DS, A SO R i 5 AR5 2 1 U
RIS [FI R R AR I 7 e b A0 22 3 R B o A A R I R 2D 3R 20 9 DY AN B B 5
B A YR B MR AN 3-2 PR EEE I B, i3 R AUR (A T4l H R
FEFEE RS, BB R G TR, AR, R G T e R
AR AU R, RN S5 R WA AR, AR SRR T R A
BEGE L, DRSS D .

FESE K BL, ARSIV IR NS o A A8 H0 58 PRI — 248 o HEL I R e P g IR s i N 22
e, A EBOVRIRE, WEERA; RGN =EE, WEPTEIENERARS . B
FASHE LN 23
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Xij=X+pW;; (3-1)
Hop, y RS RE, H T (-11) WISIBENLIEH TR v NIRBITEE, @y >0.

B 3-2 4l BN EAR

BB RN P 75 23 4T 0 B RO R R 2 I Y, R R LS e R
CIFAR-10 %4545 [ ResNet-18 #HZ2 ILR A1, Pl 25 58 #4120 0 25 15 204 0 ) R B £ 1 1.
Bt R SRR E T T AL AR R A PR MO RR U, AR SEEERE AT topl fHBL T
MR REE, RISEARHT IEM 0 RIER R KN BB 1R B E P ATHRR VP4 4R
FSCAH L PR 222 R

TESEDUBT B, ARYE b — 0 B it 22 R R A 8 L Pt ], e, o8 R P ] 56 T Ji A
SRR, AR RBR 1 R 4 (R ZH R, G AT IS, R 2R AR U
A BERREE, BUORAL, BRFERIRN, Pitmis. &5, R E A E LR
FIERERET.

25 7E 157 (ResNet-18) X _ FEATUI L
Hi# 4k (CIFAR-10) ERERIS RIS g ERIRON 5l
A
N . R | A
AERRIIRIAE = et Y] e Rk

K 3-3 filf BRI AR oD B

FEART LI, RKIa %7 30 2 Ml 1 s A B AT 204, KRR P R —— 4
FESER I B G, AR W EAR R AT I 2 Ak, W e BT Ak . B4R L BT g4
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3.2.2 BEMHAEREISH

et A AT A5 B AR IR AR R B A ] 3-4 Plos . A 5 BB FE 25 ) I B R
2, B R A ENFRRERE ST 0.6, FRFR S, BEERTS; B i is )
RRBUR, EHIERERR. /£ ResNet-18 A FREATIIARENE AT, BERPLA B AR
IR, 1 DY A B AR R R AR . RS B B BRI TR AT, Rl AR
A% rh Lo B DRI 73 1 DY o D e 0 7 ) BRI 2 oy, B R o T DL i X
50 4 A A A i T T X I R U B 9 . PIA HHAAE, XTI IR 5, Baoxt
B RS B A PUB 2 Ak, X AU e A5 S Al AR U, B e

1 1.0
. B
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L 0.0

K 3-4 ResNet-18 H #R I 2R Y {d B -4 [

e
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0.025 A [ —- IR
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TEJG SEPI T SEI A, KR 35 R (1 e L SR ELEAT 20 M, S 5% 0 1 A 2 X
I B S e S B UK (N SGE R E . TESEIOHh, KRR AR B KSR B 1 S AT e, A
TORE Hff FEE G0 22 1 o 208 DX 280 P8 S50 R T 2R ST, B3 — SR TR 2R ek B S M B A s
plot PR EFRE, DAMEEDUDULIIILAE 100 #& RS BE32 M. anl 3-5 7R, ResNet-18 #5441
WEREK TR0 B TR 90% /e A B W TP R0RAS o TEJG 2R SEI0 rp, R4 il B 38 s s AL 1
RRRUKRS BE A HIE 87%LA b, ORUEAAL AR B P BEAN 2 5EMA IO 15 100 1 70 A 20 et

3.3 HiEEE iR B RIE R AR O

FEZASY o 32 B o L e B S T LSS it o 8 oA 7R 1 s RE AT 0 A g0
e U R, HrhRE e @I, SRR, DU T e L R
BEAT 5 G L = IR oA A o 3 P e B I B 0 b e R R s A S SRS R
PROBACIRSEE ORI e B I [ s A B S AR B R R R 5 IR A 2 ) (1 324k, I iz
CIFAR-10-C ¥ ge s e i . HohI e 7 K Sk e 7 = SR sl IR -1 2 i et 18 o A 2 o
R P AR B AR TR RE, 45 o 1 B A B SB M E RE 10 Dt ) il 18 o A A AT 0 BT o (RIS
VR FH A 22 I 28 0 5 40 % R 00 28 06 R A PR A B U 12k R 75 A7 AL TR BRI T AN A
IS HEAERITE DL

3.3.1 SR

M 7 3 A R p RPN B R R B, REns SR NARRIALSE SN . — et
DUR, BEFEES S5 EEASTIRN RIS, K TIELE G A S . T
FERGE S, AR RORER IMEINSR S BB &R J K AT, BEREGRRE. [
I A 22 0 28 rP R i R AR KR 0 SR A, BRI R Bl AE R R I SR UK 1
PRI BGE R RT730 BENE A D I R, SRETHER AV ERE . TSR
5 R A R O LA — SR I, R NI S (R 257 FRERS (8 45 22 I 2 A TR RN 54,
A B B S AR I R (1 2% 28 s N o [R]INE I R R 1) BB A ik N e 7 A5 B T o Bl
R, AEIZRIS RN SE 2 8l , SETHETMERE . MRS I ORAEUO IR AN 2 TR RS, B B
hMEA L TR L VAR R AR, AEARSEIS T, PR T A AT A S0 FO Rk AT
HAE T o

TR A, RV A R e BRI IR S A R SRR A o e R AR 2 LA I
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PG R — A r HH I 7 /N e i R P B ML IR I 7 o v T e P (1 N 23R 2 I A vy B 0 A
A -FIMERIRAE T ZRN S, MR EEREBI . w N FME, TARIEE, oK
INFRUAEZE, AREZEIT S o BN T 2
D(x) = 1 e[_mz
N 27o
Al S ECON RS R RN, @i A A R e R A, skl A\ B
Hh R M R i N 2 0 BRGE SUE BE R E . TN RANG R, B S EA Rl AT
EELITh S

(3-2)

Pout = I:)in +F (Iu’o-) (3'3)

HECT BB IR E g A ED O, BB SECTIME T E, RN &
WEsRIRIEME, RIEHMABERI MR RE, BENBRETAHE, SRR EHTE
JBCAEEE, R FLPR T (0,255) 217, fEAPTE Bt E&. Wl 3-6 Prn, NEE
AFRAEHARIEETE LN CIFAR-10 BGRH AR A MilZgd s, H5
A8 A0 B BRI Xt i N Kt SR HEAT 5 g 7 1 Sl AH O A B, b A L e i U i
BRI, JFAE i S S 08 rhgEAT 8 L I R e RE AT AR

K 3-6 i s A ol

X RN e ST R P 10 500 Y R R R T AL A 2 AT LI o A S A R
MRy A345 Ran kel 3-7 o3& 3-2 P

(1 IERNS SRR B H A

RN = e, T BB B MR A S8l 2 M 1 5 I 25 i F) e £ o 4 A TR
RN TSR RE P B i e e S EUAT %, (EUIRE4ERF R m/KHE, AFEm
REAVERE. 2] CIFAR-10-C BdE St AT A B EA I 5 A 0L, Rl 7 L HIORE I s
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Ko kg 75 = 22 7E i B o AR Y 1 SR IR AR T R AR pr AR RS B, T Lt
8 55 P A TR A ot e S i R RR PR R T IR BRI
F 3-2 M BR AR AR BT R AR AR R PR 4
B (%)

[ Ol T el e

Hegomk 280 WRERHE (%)

JR AR Y / 90.09 73.30 80.45 79.57
e 20 i a=3 88.79 81.94 85.13 86.04
e 20 1 i a=5 88.92 86.44 87.75 87.08
e T o a=10 87.47 82.25 85.45 85.47

a=5 |
3-7 e AR TR ) 4 EEL I A
(2) B3 o Hr
X TR Y % vy Ui 40 S AR 1) L I BB EAT AR S LA b, L AN, B 454
PE TR IEAT Bl G sm I ZR A AT I 5, e i b A R (0 R A B R R i R B, HL
B N MR P RN, A R R AT T 0, 1T e HRL A P o ] 9 JL A R R AT
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PRy 76 TRl B 2 iR N T 7 PRI 22 b o mT L T v AU 0 8 i PO 7R L v DU X 0k
Pl b s TR AR X 4

gi b, HEERE SRR A AT X RS B PR RE A PTG, w DL A 2
5, BRI amRses 1RGSR S B HEE, T BRI G R ERE A 5 22
FH EE IS BT BT I oo

3.3.2 JLiwriss

TEVRBE 2 SRR, K EIEE AL R g R A A BURAZ A RE 1), (HTESERRA) AR M
R A, SRR M U 25 AR VS T I A e, 90 a0 BRI Y 2 BH IS AR AR 23 1 ROK & 25 5
DLt 5 EEAE I R AT 2 B AR XTS5 B 1 o 3 LT P B0 A % 2R R s 1 e s, 49
Uit BRI € R AR 0 A5 T B  AE ARG 17 LI KA transforms JEEAT AR DG AL 3, transforms
PErp AR T R E SR Rk B, Hein#dT (Crop) » Jig#: (Rotation) , #%% (Flip) , BEHLEZTER
(RandomErasing) , 17t (Pad), 4K J% KI5 (Grayscale) % . 7EIIZRidHE s fg—Vouf i ds
BUGHEAT R SR AL B, S0 RERBMINZR)S, W55 TR EHR I R 8o . A
TS, A B AR . e RO R AR O T LR A 18 i T BN B R AT R 1 i
B, RIS B e P R {8 EEL oA ] v s 00 AR AT U X 3R AT A DG 2T

Tl % e e 9 AR A - B T SRR UG AR R AE O B 5 ) BB AT AR OCAR e . BB %
R R AE BB AT BB R AT, QB AT AR R [ B R B . R I Tk 4%
transforms /%" RandomHorizontalFlip(p=x), RandomVerticalFlip(p=x)73 547 /K 55 15 5
i e T ELUBU R R L B B A, MRS AR KT B TR BB EE R R, KRS
HoAx, p=xREREGMEETR.

1 BE R AR 5 GBI ThRR AR, B F & IR Pl A B UG AT AT 3 A A
oo AR AR IR RS 07 5 AR AR R AR SR LB, TR v BT RS R A S AR B OR
ST e T oL . ERMGERE S, ARG o R, n R R R R, T
X et i MG R B e K N AR AE R, o R A R B 5 LU 5 s BB R ZE 0 LS 3
i% [ transforms /%' RandomRotation(degrees, resample=False, expand=False, center=None)
R, BRI, A AT SEON degree, FoNGINIERE VG, 4
BN N ab), BURHTE [—a, a) Z A TAE R M R e, AN E N (a,b) i), BIEK T [a,b]
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e FAT R AL . BEAh, resample RERERAETTI%, expand IR ELY K E Fr LLIRSF
JREE R, center 3o NUMATAANR RO OBEAT iER:, BRIAIEOL T RA O siefs . fEA
TR SEL T, R AR R e T, FriR s A AR A UL RURG J J & Me It AR AL AL
HRZHM T EASUA

AR T BRAE SE B B I AR T BURAEA RS S ZE R, Jal. XS EE
P 5 Wi 368 5 S Ve AR TN () M 1, R b3 5 R AT AH S0 (0 B AR e B AR U R 2 5
A A 2R AR BB B 7 T BEAT B G e, B R R B i AN &
SHEE . #E transforms JE F 5 4d F ColorJitter(brightness=x, ,contrast=x, ,saturation==xs,
hue=x,) PR U BE R 4R BRI 02 - R LU MR E S A o A ml i 280 R BE
BT, SN a i, EURFEAR S0 max (0,1-a),1+a | BB NI R L, %A

ft9 (a,b) M, WM [a,b] SFEFE B AL Contrast 4 HLFE¥EB T 15 saturation WA 4
TR B4 5 52 R R AR o Hue NIRRT, S5 MEN o 1, 45 M [-a,a]
T RO AT B ME, I o (I 0<a<05: 4 A{lH (a,b)
. M[a,b] Fk M, FERUMEN a b ERIEMEEN0<a<b<05. EATLKF, &

FESERE . WL RN =35 iR AN ME N 0.5, BB A BN 0.3,

TE VN ZRASE B HHE KO BRI B 3 T HEAT B« B AR 3 S e e — 2RI, [RIRE RS BN B
Xf MG P B A S A L BRI BEAT 5 R M . RRAURS B VA SRR Nk 3-3 iR

(1 MREHE L AT B BT

HI 2 TP B4l FT 152 ) transforms 22 A ) B8 00 BB BEAT L ART 9B AH SR AR s, TBORHR
ARG YEFF (L 87% 2 89% . T EBIAL . Hedk il ARG M B & TR, 24
PG AT 3 EL S I BEALER, 90 FEPIIRIG SNy, FERE N EEE 85%LA N . XA TR
W 7R T, T CIFAR-10 BdlESE R 2 N IEF R Esh s g, =i
T EBGREE, WX FR G AT, SBONRERS R HEE.

iZH] transforms FEREATHCHE ISRy, FEET X WA TR OB B BE IR A AR
Tt FEZeId TR A ORI 7S R kg A A PR i R PRGOS B3 5 IR R RS FE A 22
JUo 23 AT JEL AT 45 BR ) LART A2 i T (R 7Y 8 A 1 B 2 B X /P B A R e e o A3
FOCR R RAFETIUT, RERSAERF AL ORS FEAE B G B, TR AR T T B 2R A 33
A
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ook o R

i

R 3-3 Uy oA ARG P R AR B e ik

DX ERAE R B (%)
Kt g 5m 2K S
(%) TR HCRIMERS kg

JR AR / 90.09 73.30 80.45 79.57
KPR p=0.3 89.09 76.66 82.24 82.02
B p=0.5 84.71 67.11 74.86 73.33
oI brightness=0.5 88.84 76.11 81.98 82.78
XT LG contrast=0.5 88.65 75.44 81.91 81.68
T A saturation=0.5 88.36 72.45 79.18 81.59
o hue=0.3 87.09 75.57 81.04 80.5
ek degree=45 86.29 71.01 77.58 77.1
Jieke degree=90 83.66 59.89 68.14 64.23

{“‘}l

B4k, hue=0.3

] 3-8 LAy i 2 (1 e B I ]

N pes
n."ilr

ResNet18 J5i #5174

( ].[-]

FLEEARAE, brightness=0.5 X]“ H:fEF}UJc, contrast= 05 ”@%ﬂf‘?}ﬂ& saturatlon 05

AKFEIE:, p=0.3

e, degree—45
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(2) & E R

WLERE 3-8 25 Mo 1 s AL A ) 18 L ik A P 5 TR TR KT L, B R 0 PR A e 5 P R UK
X 455 i A R IR A A [, 02 SO DX IR R R e, U A, (A IX B B R R IR
BRI RS . AR B G s A S R b, TR R MR AE AT BB A K P i B
BB EXTRR, DRI B A AT BT U T AE 4 S BUR BB BEORAR. A ST,
AL e BEAT Bt g o X AR H P R i AR R et e, BRI Y
Ji BOFRA AR E RS T, (E L B B2 1A, R A U P
IR TR AR 73 B R 3271, ELRERE e % FERUI 8 N, BUR XSz ok, Al 1
PR IX— R s RE v, PR A A0 2 1) s 2 it 1] 4R s ok ) e % 1 [ P B AT e e, et
T transforms JE FRE— 5K B A EAS i1 BERAE BUE VEE A BENLIE$E, B ieds Ja M &
BN BRI R 1 oA, 3K RMEASE AR R FT A R B o 2% 25 73 A 5 U0 gk AT
SERE— B SR 7T S AT

333 EHHRS JLTHBNES

Nt BIUEMREE 1, 18 e 5 5 T AT 1 i 5 45 5 1R St — 2B oo A5
e A BRI [ AT g 5k S LT o, A RS R . B MR A i LI SR

(1) TS P S AT B R 2 A

ZMAEM G, He g o 5 LT snas G, ISR ERE T 87%% 88%, 1A
WA BT B o R . S CIFAR-10-C MR 5 & AR IR 3-4 Fion, 4%
FIUT I s AR R L S, MR HUAD PR EAR T BRI SR PR, H A iR, T
e 5 5 AR Y 9y A AN, T SRR AP R, A = SRR M N A LD
IBE T 80%LL b, AHELT LTI s A =, AR BRI 1R TT .

(2) i Hm- I B

WL 3-9 R A EX LR R I, S sk 5 LT SR A S, B AIX
IS P E R AR T AR DX SR ) B R P B P R RS o 0 LT 1Y 9 2 (B AH BLE5 &
TS AU DX AR LT B RN R A i o, AR DI X U R A AT KR $ T . DA
HE S5 AR S G RN, P XIS BUR X IBGZ 03K, A B e e X 4k
BRR O T 0.8, AR X I AU X I B A PN o

Zr b, SR I o 1)y AR R TR R A M B 08 R 1 E e, H A s A X v
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I N . A S AR,

BG5S R ORI 70 B m A5 ve B Rl 1 s AR AR s 1 RIS B IR sl B e I, (B
PR RIS B AR BT Bt [N, PSRJUTREAIZS &), AR A s
BRI L B AR IR AR B ARG, o B b A i g A0S AP U DX skt A8 L LT ROa 35

F 3-4 EHTIEER G JUATHY DRSS A TN RIS E A AR A G e
T (%)

A oy TR
Gk B o) R OHORL ki
Meps MR MRS
JEiAE Y / 90.09 73.30 80.45 79.57
WEBE SZED p=0.3, brightness=0.5 87.05 61.26 72.17 78.77
= e 5 KPR a=5, p=0.5 88.07 83.25 86.23 85.28
= s ) b AR AL a=5, contrast=0.5 87.26 83.11 85.37 85.00

I.._ . F’ . I
- *
- | ’ ..‘l

k= "l

ResNet18/g i 71y T B 5 p=0.3& 2% [ 45 L brightness=0.5

4 - r ol }
2 YN
S| B |
e 40 48 5 a=5& K- i p=0.5 T THa=5& %} L J¥ AF ft contrast=0.5
3-9 a5 LRI 3 o 25 A B AR AL LI

3.4 XHRINGRERIER G R

XFHUINZRIP AR IR L 2 2] ot e — S s 22 X 3 MR R PR R R S 25 5. AEL T i
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I N . A S AR,

Wit 5 LTG5, Wi gRagam s 7 R B B B AR 2, EEUR IR IR A,
TEs RARE) 1) F B e/ M BT A . 65 2, @ TE Bl ghad B A s N — L
N K TEHN RSN, AR FUNR ISR 2 S B 1R 732K EIIZRN A E
FEARRBN AN 2K IE N, AT IR TR Bt . A A U B IR X BURE A, WA
BIREHE T x, 233888 f, WAHNS B BB 7 2R 45 RN fix), A AFAE — DT el
GRS
f(x+¢&)= f(x) (3-4)

JFR f(X+&) AXTPREA, ZATHUREAR FEA R LA T AU o Sl b e A Il 2Rt 2
()77 AR AR SR

ARG 48 i FGSM (PRGBS 755 J77%, Fast Gradient Sign Method) X i B i3 (20155
PO B AT RN SR FEAR LN S5 58 B 0t G [T R A7 2 5 A e 4k 2 e L vt A 161 2
B, FEE T AR 1 g ST X EE, 2D IRUE 45 1R I EL O I SR 3 5
TS e, UG R LR B R g 5 7 SN TR AN R 2 Ak

3.4.1 FGSM X R

FGSM (PR3 15 f% #F 5 77 ¥, Fast Gradient Sign Method) X} §t B ifi /7% H Tan I.
Goodfellow T3 (Explaining and Harnessing Adversarial Examples) ##&H . #il FGSM
RPN =<3ty & o NP 15 0 ) 27 eSO 2 220 RS R T o A o NN A )
AN PBEFEA . FGSM Yiti @ T8 T80 FE RN BuiE A AR iR . BB R a6 5k
Wux, SRy, SMEGRERs vy, WA HECE A 200 TR0

X=X+n (3-5)

BEUGE RN B8, x 5S8R " IS
O X=0'X+0'n (3-6)
XIFUREAAE A O RS T H B AE T DU 43 A8 S50 i S0 o8 855 0 2 2R 85 R AR R AR
W FRBU R R E R WIS AN n 7 W EL B R T REAE R R Bl ok, AN ™= A

R . WL T n=signz (o), BRUETEn TR mATEBARIBN Mz EmAfl. X4
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I N . A S AR,

X GERO N, MRS MAERE — AN P m, SR & 1 T4 — AN AR
DA S 6 BB 7 AR — 5, PR BB AT LU nme F55. BAR ], AL,
SR T 5 R 4 PR AR Mt B L R R R P e, BRIk 20 £ 2R
Ko XA LE PR . KA T R AR 5 SR AR A LA LR A S [ Hh )
. 47 E, FGSM B P AERHUREA I )7 R

n=esign(V,J(6,xY)) (3-7)
I RSB R SEIBAE 0 SR BRI B A SR A N KR X 1142

RANET YK,

3.4.2 FGSM B E FRIRB AT R M A Sl R 45 2R

FENZRAERGE R, I FGSM Xt B il 2R 77 =X, Jlid o3 A Z4UE epsilon 1
BN AR AN, FFREAT RS e 1 0 K e R v KA O

(L RGNS B B oy 1T

B 3-5 AT, A et Bl SR g ety AU, LB R g P Tk A A s
AHERT, XT BAREERS RGNS, KRR 85%LL b, TEMAEIEITN, Xt
PO AL R DA AL . RN 75 BE 2 FGSM MLt epsilon ZH0LEL, feisE
FY epsilon=0.01 i, A Sy ERURE B v HE BRI R . 124 epsilon 312 0.02 B, H
TR T Rl SO A, BRSNS 2 R R PR IS BT T R

K 3-5 FGSM X {0 45 ZRRE B R AR 70 e 1

ARG B S (%)
B m g a2 ZH N - N
(%) mTER RS HORIMRRE KRS
JR A A / 90.09 73.30 80.45 79.57
XTHLN S epsilon=0.01 89.11 87.16 88.39 85.16
XTI 2R epsilon=0.02 86.98 85.83 86.45 84.00

(2) B M-I I
Ik 3-10 fios, Brig b oA M EARSIES 70 HA iR 1R, RGBS AT 1A
KIETFo PR DX I RS XA K g A ek, AE e B, HORSEEARA KIE SR T STy
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I N . A S AR,

LR, WU B ARUIZR T RO R 1 BURAR AN FrAT SR BT BRI S 3)
e BE AU, T2 I X BTN S5 BT U A e B AR R A v DX sk (e I S Bl
R LR RME N F, AHEL S BARINZRAOE R &, AN SRS AL I 1 — DN & A
PERERK o

. ‘ Il.ﬂ r u 1 Il.ﬂ r 1 1 I].Q

- 70:4 - 70:4 . -04

= W I SR a I b kil l
ResNet18 & 5 74 epsilon=0.01 epsilon=0.02

Kl 3-10 FGSM X fr B i f Bk &
3.5 KRB/

AT L EIEE A CIFAR-10-C HHE S0 AH DK 1Y s A AL kA7 S Fe e R B0, 25
Xof W FE SR BN HEAT AT o [ I3 FH A 5L Pt A P 9 23 A 7 MU RR v 5080 48 i A B 3t A7 T
FRREVE AT, A5 BRI R AR T T SIS B B RE,  (EEARATRS 4 2238 /N
BEVERERL . AT —FAE T DB CIFAR-10-C, iZHdESELAE CIFAR-10
BB DRATATAE, WIS SRS SRR AP, T AW & 21405 1)
BB FRTE . S I UER T L R A R B, BRI 2T SN A o) A e
ITAFRREE T 7 3, RN T HARUIZRNT ResNet-18 5L e HL I [ K 1 A5 K R 4
FRSBEEIM 720, R E S BRI A AT i & o 58 =1 IR T & 2R A 3 s i 2 kAT
AL E MR S G B PR SC o i, b Bt it . el . B SR R G A Y kAT
ARRE, AT AROT LSRG, A5 H s i ag Al b T BRI 5, 7R X P A P Al s
TG RREEAe DA MR IR, 70 8 AR i A B s S R R T T R A X I
PRI R AR LE SIS A AT W G T R R B o B8 DU 1938 F T AR IR e 2R 3 4 BT 38
ZEL, e M FGSM W BCE SR R, i A 2B AR 15 X il 2 e s 1
PN B R IR, AR L B I PE B R (AR A M I LAY X 3 8 s e e I 20 (R
TSR A SARATITAL B A — Tl NG . B AR50 U TP AT AR DG M R PR R
—FOA AR LR B E . mi s SO B SR P E O A R, TR RS
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I N . A S AR,

HAER G R L RO, P E A B I R B4R T 1 R AR e M DI B, B
& 7 SRR ARSI I B R 1k

FE N BN, R m TR G 5 SO TN R P SRAE M 7 LB B DL h AT DI R 7 5 s
VER I AL BEAT = BB TE rT R E b 1 R S PG O AR A R AN R TE 1

FOFOL, R 4R I SR AE R
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I N . A S AR,

FNE EE=HmeBaniRErREE s

RFEANGHEEE = FHEA Lt — e, 2B EME A (Red) « %% (Green) « ¥ (Blue) =i
tEE, FE SR Ry Gy B = I ST AL ) ] AR 0 AT . AR T s — A
HHIVEN 8 AR 55 M AR U $6 4529 (Structural Similarity, SSIM) o S {5 = i €238 186 43 71 3¢
AT B 1Y SR B A S5 A9 2 108 B B R S B AR I SR I R R AR i A 3 3 AT S R e
BRI AR 3 AT X LA T

AT B — TR UG = B S AT A 8 I 4 HE AR A I S0 R okt P AR =
T AT FE T R I AR R N R e B A R R S AR SR AR R, R AR
MATLAB B4R TA H . 35 =50 A0 w8 22 FGSM X B i 20 1k 47 H a1
SEIF AT IR, THE SSIM B I TAE G . SEDUTT B A A E N

41 ER=HEEE

R0 BRI Re S Lon N =B EmImTE K, Bl —MER R AR 3 AMEX T ROR,
A R R R B B =l TE B, 53 940 (Red) « %k (Green) ¥ (Blue) =i#iE . RGB
N TR k2 —, @i Ry G. B =Nl s B8 DR EAE i £
P . RGB AR & AW 70 Bl 3 e A B BT B es, B2 B Rz F s gt
WA —, WIEHETROERX, ZH TSRO, FlanERes. Bommn
TGS RO Th 22 H RGB AU A R, RGB firisid = f (& Bt
HopBn=tsn A G, RGOk 2 W EsR. EEE T RGB =idiE 4 (0,0,0)
I SE R G, R, T4 RGB =il (255,255,255) I 58 B2 fe i 9 1 1

FEASIZIG Hh , 5 w3 8 5 P B AL ER Y B, VR NI 2R SR i\ AR A e (K B2 AT R
G. B Z#IE & . A numpy [, 1ZH np.stack K%L, frE¥ R. G. B i f—AM@iE
IZH zero MUK FANHIBIEE Z, LTI =g A 5 FGSM O LB H B
) {6 R O AR TR € — M@ IE T AT ISR, 95 Biseie 5 B M e 4%

. o[ % = i e -
s 73 B EIERGB | WA AT i L R TE
BANSHEEE —> g g1 BT S T T T

B 4-1 o B T AT B 1 ol R

/
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I N . A S AR,

4.2 BEGBEHBOIE TR

X ANFIEANRIETE P REAT ot 19 o Jm 2 AT (0 B A B o i), RIS ST —T508T )
Mreatr, BIZSHAHRAMEFE S (Structural Similarity Index Measure, SSIMD, 1% f& 47 &
B E BB AR, S GAR U s, W HSR RO . a5 AR SR br
SRR 3 ADOCHRFAE: S WEE R AT W FARAEG x Ky, B X ik
GHAT S LR S RO IEAT O, 15205 — IS AR RME PP fa bR . B3 D& EVEAY
TEbmIsZm, DRI IO B SR bR IR AT B BRJR BR AR TN LU AR bR KI5
Wiy, BEAT SR = IRAS PPN SRRSO b . =T AR X B SE e, SR e SR a1

WS

WA EMEx > L > LRI
\ 4
>+ X Lt B ) * - S LLREEXT L e AEACUEE I
> —) A
—— ZERINTEE
WAEB Y > A

>+ — f L l

K 4-2 gERALEE SSIM T AL

FESEBRRL I R, H s AR 7 ST SRR 5 22 e W) 5 22 AT E R RCR
b, xR SRR 2 REAT ELB B B 2 20N

2 C
I(X,y)_ /uxﬂy+ 1

=y 4-1
i G, -y

X EE EEI B 22 50 -

(4-2)
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I N . A S AR,

LR A SR

Oyt C,

s(x,y)=

4-3
0,0, +C, (4+3)

Hrb, BEARKF AW, Su, KR, XM RARKRT N, So, REL 250 A AN

o, 50, o, MEH. o 1lzx—m( — ) o BELE AL 2 A T
SSIM (x,y)=[1(xy)]" [cxy] [s(xy)] (4-4)

a, B,y =NSHH T RN = REMEZN., AR A, 2a=p=y=1HC,=C,/2.
ZEHERIARA:

(24,11, +C,)(20,,+C,)
(,ux2 +,sz +C1)(O'f +0'§ +C2)

fE MATLAB 3 BT it 0 B i) R AT S M AR U FE AR KT 55 1 S AR A\ P = 20 A
G TRk B Rt AT T AR A B AT TR B, Xt R AT RAE I — AL AL 2E
b JEIE AR C M C M, A g B R dt AT I, SR SK IR I ME o S pe, » [RIIS

SSIM(x,y) =

(4-5)

R, o, o, Ko, . #F CMC, BT 0 fffsL, M ekl i fifb A sk SSIM

fH, % C,MC,EIF AW 2 LIRTEOL, W7 AT SIS AR LR

4.3 SEWERSHH

TEARSE T, B R E AR AL B B o B R =l , 7E Ry G B =M@ IE 4 AT
e T 88 5 15 o 1 P T O 1 e REDORS B e T A B R Y S, % R G B =AY
AL TE RO R AT A B AT R . BRI N A A S SINGEBRAIAR SRR, R
TR W 7S R () B A IS, (L IR b7, RIS 0 & 7E MATLAB . Hhof s 1 s
1 SRR AR (10 8 B I AR R AR N A AR R 5 pl B [ I 8 i A AR 1 o8 L AR R R AT
FEBOF TS SSIM . B AR b BRI 4-3 Fros.

AL SEE R A ResNet-18 A8 0] H = 1818 43 73 BEAT 2 8 5 S o Il ZRsicies . Bk
R MR HE S B e M R IR 4-1 FIoR, BE 3 a1z FGSM S 180 o A5 L e
B E K 4-4 B 4-5 Fis.
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I N . A S AR,

[ B
KR

T 5 P22 X 2 A Y

RSt R REIE| [ rs || B e
ﬁ?ﬁ%;ﬁgg% B s a3 eyl TR
SSIM{E 15
5 BRI RN L
L, R
i B AR

SSIME T4
5 =@ B s A A ) L

K 4-3 RGB =& AR A ] g B 70 #20 BR

(D =g s

FE g 5 0y 30, BRI AR OLT, 20 alxt Ry G B 3@ IE AT =
M 7 1 i i (TR 8 e PR AT 25 T2 = B A RIS RN ey TR P R 4 2R . JCHAE =
g s ORI A LB R, DO BB IE AT B 1 95 R 12 - CIFAR-10-C A SR 1S HE L
B, HAEEIEEREE i, W W aR Pl R ILZ Ry G B =I@IESL FEH]
TSR . i B AR R SSIM B L [RIREBE S IOIE % 4518 . #E R G, B BEAT HLIEIE
BEBImINy,  l] L SR P BB DX sl A B33 T B AR I A 2R ) 18 L vt B B R DX A =
SRR X IR 2 T AR AU X 38 b o Jl I SSIML B X LG W] 75 FRLIE TE T H50 40 1 et A R e B
A S ARG R P 4508 B S B AR DU S v, HL =SB IE R T

(2> Xprilgk

£ FGSM XHABGE T, HAln R 5 G BT oS E Y s AR IRAT 1 AL R R 4
Pho ML LG T, R G WIBIEAANE S TR & LS B KA
BEAT FGSM X ey IR R BN 2 o AE 18 L& [z SSIM (E X LE LR A& R G
R FRIE TE A 5 (10 B SN B AR DU | 0 R3E FGSM W Ll (1 B =l TE 4
Si. MBS, KB B IEE AR 95 PRI BOR M g9, A RS MR B B B
S BRI R L s B i AU X IR A2 AL, %08 BL I 5 FGSM Xt By
=T AR A I AR A SR AR U BN . T LAE FGSM Xt el ER R G
P 368 TE AE 0 4 5 i A T R R RE AR T S 0, AR BB R AIL Y Ry G P IEIE
SRT B DX I B R P A A B A A X S B (R
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I N . A S AR,

. 4-1 RGB FRUI i 030 1 56 AR AR N A A8 5 e M 3,

5 S (%) SSIM  SSIM
A 44 FR ZH HE BE o HoRL o Bkl S5=@ 5

el

(%) MEFE O MRAE O MER dEXFEE RUXFHE
e 40 1 i a=5 all 88.92  86.44 87.75 87.08 1.0000 0.9023
e T o a=5 R 89.98 6643 7556 82.89 0.8658 0.9070
e 40 1 ik a=5 G 90.26  69.07 78.69 83.09 0.8811 0.9341
e U aE o a=5 B 90.13  63.22 74.87 81.14 0.8944 0.9245

SN epsilon=0.01  all  89.11  87.16 8839 85.16 1.0000 0.9470
SR epsilon=0.01 R 87.85 8558 86.76 84.10 0.9858 0.9550
XHHtigE  epsilon=0.01 G 88.11 8572 8691 85.16 0.9845 0.9471
SN epsilon=0.01 B 90.28  66.17 76.16 81.49 0.9382 0.9293

1.0

1.0
I 0.8

- b |
0.8
-06 -06
* [ ]
- 04 - 0.4
0.2

0.2

0.0 0.0

ErEeE, a=5, A iEIE i eE, a=5, RifiE
EE R, a=5, GiEiE iR, a=5, BiliE

4-4 FHIE 0TI s AR R (1 A L I A
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I N . A S AR,

r u 1 Il.O r ‘ Il.O
L o

(8 X e | I B = I

KHCIIZE, epsilon=0.01, fiiEiE KHLIZE, epsilon=0.01, RiEi&

- - 10

N .

. L]

= -, 00
X4, epsilon=0.01, GiEiE SHLIZE, epsilon=0.01, Bifi&

K] 4-5 FLEE FGSM X HrBes 5 4 (1) 4 5L ]
4.4 KEINGE

AEE R ERK RGB = HIEFEAT AR T AESE b — 5 0 Hodia 1 o i A 7 B8 ek
FIRTRREE 70 B, RIS 51N SSIM dritt— 2B X 20 BIfE T Ry Gy B =N AN [FIHIE A 195
3G S A A FAT A AR R IT 7T AR S, iR, Ry G B =@IiEN T
RETY & ME E BE B DT B R B 2, 2 =l TE A I B oIy, 7 BE R R AR Y B e 1k
XTI gRd e, AHECT BB S, Ry G FUEENRIENRR, EXPlgd e
ORI B PR TERE R PR T TR K. [, EAREIEIE FGSM X filidisede & R G il
TE AR B R A D0 R B L A B A ] o3 B ik — D BRI A5 R e 1 o A TR 0 T
fE &L, R T A RS B S et

AT S 1O B RGB Bt 2 [A)EAT il Z 29145 tHAE 0 K SE 3 P /) 2 RGB =il
M7 56 AT AR BT SN T 4R PR SSIM BEAT 1A AR LR B . B =
JEos T EMR RGB =@ TE#EAT Bt 38 56 AR A T R MR o AT AR ST 3k, IR e ek
(VI Sea ot S e . 28 DU 0 A 3 B A A IR AT B A5 A gl

%

ﬂ ﬁ
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o PN ok w3 Gy

ps

BLE R5ERE
A2 25 PR AT PR A AR e R 3R P 2 ST OB A A B 11 AR S B A B, ki
WHRAERR . X AR I 2 AR P S 0 AR R, O A 0 SR AR AN R SR i R I
AL R NHLAENLE . AH L ARG R LLES RO T AN Bl I 3R 15 e 4 B TR Y
PR SR S pR K BRI CAT F 2 I AR R AT R AR E 7E 20 H7 5 RS SE 4 3 1 A
HALH S 5 H PAE T S hr A R AT A it s DA RO USRS B A R K4 Tt

5.1 R%5

AR DARR S X 2% PR AR U A il R T 40 A, AU R A0 A AR SR P e . AR
AR F BEE T, SRS 25 B 2 i A o5 B R A LS, DA R i
J i S 5 AR RTI R A AT Y R AT M TR RO AR
AL BEAN BT N TR BEIR L ST IR, 5 DA BRI A0 o % S Ao 22 IR 4 1N S L ol
17500 R R E AR R NSRRI, S, (A DR E TR
RN AR . SR, — BIRFEE IR S TARR) “IRAH7 B R, A5 Rk THE
9 2% ALY FRIAT 0K B 8 LA A J A 56 B it R R o B v AP A AR
AL B TAE T
(1) iz EUR A A0 2 AR OC AR 3 B8 DI A B b RS B s A5 5., 45 211
BHMEIE BN RS RE R, @IE B VAGEREE S R BRI A
G B LB IME AR SR E IR 52 ) ResNet-18 #1448 A1 i3E AT
G REM B . REAE TS H R R A RS B T i M ) s, RIS R 2
PR TN P AR TR, RS B B TN R SR K . I B 2 R 4% AR A
TG R AL S 3005 MR B ARUE 2387 FEA0L 5 MR B s 05 B4

(2> iZH] CIFAR-10-C B en] m o . beke . 8. A SOyl gk 126
KR R YRR S A M R ILIEAT AT, BTN R R PR T RS i PR AT 4
P Eoes LEE AT, 45 H v 20 i KOs BTN R 2 6 Ak G e e v e 098 i B
XA SRR . AR S, e B R SR U TE M PR S T R I
S, U 2 Ry AT BEAE SRR LU AR I N — o B RE I R R T, (HIF
T X g RS B 1) B R PR REAR T

(3) iz F e BL - B 1 77 200 Bt 184 5 S5O A 2 B R I AT P AR 20 AT o E AU,
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I N . A S AR,

X BB IR Al S (I A A SRR S BN T BOAS EE ph i
NIRRT RIS . A3 A58, IR, SURRERERES, BETER
gy X, BURRERERGE, EETERSS.

(4)  IEHIw g am JURr a8 om A U SR = R E5ds 18 oA AR o ) R AT (5 L I
s RERSTE M R 0T 5 KOt LI Sk o SR A T ) 18 EEL Pt oA e e A DX A A i 2>
11 R ATEBURR DX 3T AR Tt o LA 8 5 i (1 e L o ) 5 Ji ) Sk o A1 RSSO
[l 15 A5 TR AT X e P 0Bl ) R 1 sl A R D5 1 e I 0 OB TR R 1k, (ELI]
It A — N AE AR 73 A R e b o Xt S (RS B A B o 2RI e
HA B ECRAE R, RIS A AR T AR R R

(5)  KEMEIF N R G B =ilIE, X =i@iE N BT B R, IS BRI
SRR R AN A 4 AR R I AT SE AR XS b, SRS AN ARRCI E,  Hx
=B TEBEAT = G SR I ke BT X MR (1 B 1k S AT AN D EL R REAT R i 5 )1
= I TE X e S A R B SR T SRR O = TSI gR AR R 5 G EIE
xR TR G B (1 TRk b B s IE TR

52 RE

JEAERTRR S, AT A X F e X 28 A R AE [R5 70 2 BT 17— 58 7T A e
PE T, JFRS RS BB A s B RIS &R, T X— IR, 5 RA BRI
A5, W KEW R FUITT A 3R TROK, JORAT X Z R EUR R BE 8 2EAT BF 72 70 Hr i)
J7 R AT — e R S5
(D FEFR U SR AT O FUI, D2 BE B A B e e Jim R AR A o I A 4
BN E VTR RE B IR PR, (H A A B &) 2 S B g AR X sk
ol T RS BURK X S IR RFALE s 5 A AT 45 R AT o JHIHZAE T et T2
18 500 R P I I e AT R R RN, P TR 2 il sk e T 14 e A T (R At
Irlieks, EESUE A B AL E A T WA . S T T A P A k 4g
X HREATHE B B BT oL

(2> XPNGAE NN TR R AR EEN 3, BAIRKIIBFEOE LR . A
3, USSR FGSM By — Aot it it AU A R sk S IF oo o FEAR K
RFE, AElgIz HIE I3 B i BARXER HURE A BEAT R A ) ] AR A, i
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I N . A S AR,

FEXTHREA NI PR _EREIN— U8 B A R PRl BR ] 58— I = AR B, JF
I3 M I E8 AR 2R B 3h 1 SO

(3)  FEXT BB 73 ST 28 X 28 B (1wl R 0 8 — e 3R i RS K 1%
JNEIEN B EGUGEAT R RIT TT . A0 RE a5 A FH AT 47 (15 SKS B S 0
B BOIE USRI AT M oS P RE R 8. Rl AR TR /s =, RS
Bt b TRSE S 0 0es, AR MR AR AL, sehsulic F B EUR 9%
Az 4 (Discrete Cosine Transform, DCT) SRf HAZ i AR Heds, Xof F2 5 79 #r G
20 P A R AT W] RV T
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I N . A S AR,

g

I tEEE, KREEMPIFECERRS . BIREREN, KN AFERNIRIL Bl X a5
TRE T RZFEANER, BRI REAER, (2 R E 2 0K
FEVUSERIROE R, AR IRCA O NGO 72 iR, iEBAE Ok .

B, JERY ERREEE 51E B LR ROV RARA R R T ARE I R 155
G, UAAELE=FHRROPAEMN, ABRERREEFIT R 7 ILLAIZEEA.

Hk, RIS R AR A B A i = Al AR R A KA A B
BESCMEHEDE T 3R 3. RENSIE b R ZITHER I BB B 2 it BARH KRR, AMUAE
B D R AHER 2B S HERA A5, A BEBOIRI S B He vtk g, S gk AT Al 5%
185 L. REANSA A KA BB, WRFMIR 2. [N, il
A R R EE R iU RS E RS

I, BRI =R, BN =58, KEFSS T, A, e EM
FRE R RO AR R S . IR — RS BB — O I E , R RO
—EE S EIZAY E .

FERZZAEN T, O —BEEIRAL AT, #EFRAT. IR REE RS2 B 2R
—REGBAMARB AT, AR 4, NK-IEY, KORER, K=/, J3K
O el, FAT—Ea R, T3R5 #HELE 5.

Ifa, FAEZRGRMF AT, ARERET, GREEXKERN, X3 T0 b
ISCHF o BEAN KA, TR ST BRI IR, #%s T3, iERBES AN EN L0,
I, BIEHESCRFRAR A R S, AR et E B2, st BCRR,
WAk, AE B OB JT [FR .

AR EL, QRIS EARREIREANINITL, A BB AR R
Jeficis EREME AT I RIS R

43



Eol R B o W e RO

[1]

[2]
[3]

[4]

[5]
[6]

[7]

[8]

[9]

SE 3R
R, S E B R MR R T B A R 2% 1) B R 7 28 5L SRR (7] 1H S LR
FH,2022,42(04):1044-1049.
T34 B T B AR A 25 115 2 R I 7S (0] B H AR B13#7,2019(31):71-73.
0 TR ST H IR E B AL B T 4Rk (0] fE HSEHLS R T ,2020,10(04):133-
137.
Kim B, Koyejo O, Khanna R, et al. Examples are not enough, learn to criticize! Criticism for
Interpretability[C]. neural information processing systems, 2016: 2280-2288.
ZEAE R B8 R T R SR 23 SR RE I T SRR [J]. BHRE T 3%,2007(01):9-12.
Kim B, Rudin C, Shah J. The Bayesian Case Model: A Generative Approach for Case-Based
Reasoning and Prototype Classification[J]. Computer Science, 2015, 3:1952-1960.
Doshi-Velez F, Wallace B C, Adams R. Graph-sparse LDA: a topic model with structured
sparsity[C]//Twenty-Ninth AAAI conference on artificial intelligence, 2015:2575-2581.
Dosovitskiy A, Brox T. Inverting Visual Representations with Convolutional Networks[C]//
Computer Vision and Pattern Recognition. IEEE, 2016:4829-4837
Olden J D, Jackson D A. Illuminating the “black box”: a randomization approach for
understanding variable contributions in artificial neural networks[J]. Ecological Modelling,

2002, 154(1-2):135-150.

[10] Dimopoulos Y, Bourret P, Lek S. Use of some sensitivity criteria for choosing networks with

good generalization ability[J]. Neural Processing Letters, 1995, 2(6):1-4.

[11]Koh P W, Liang P. Understanding black-box predictions via influence functions[C]//

International conference on machine learning. PMLR, 2017: 1885-1894.

[12]Xu Z, Zhang Y, Xiao Y. Training behavior of deep neural network in frequency

domain[C]//International Conference on Neural Information Processing. Springer, Cham,

2019: 264-274.

[13]Xu Z, Zhang Y, Luo T, et al. Frequency principle: Fourier analysis sheds light on deep neural

networks[J]. Communications in Computational Physics,2020, 28 (5): 1746-1767.

[14]Xu Z, Zhou H. Deep Frequency Principle Towards Understanding Why Deeper Learning Is

Faster[C]// AAAI-21 Technical Tracks 12, 2021: 10541-10550

44



Eol R B o W e RO

[15]Krizhevsky A, Hinton G. Learning multiple layers of features from tiny images[J]. 2009.

[16] Simonyan K, Zisserman A. Very deep convolutional networks for large-scale image
recognition[J]. arXiv preprint arXiv:1409.1556, 2014.

[17]Szegedy C, Liu W, Jia Y, et al. Going deeper with convolutions[C]//Proceedings of the IEEE
conference on computer vision and pattern recognition. 2015: 1-9.

[18]He K, Zhang X, Ren S, et al. Deep residual learning for image recognition[C]//Proceedings of
the IEEE conference on computer vision and pattern recognition. 2016: 770-778.

[19]Hendrycks D, Dietterich T G. Benchmarking neural network robustness to common
corruptions and surface variations[J]. arXiv preprint arXiv:1807.01697, 2018.

[20]Hendrycks D, Dietterich T. Benchmarking neural network robustness to common corruptions
and perturbations[J]. arXiv preprint arXiv:1903.12261, 2019.

[21]Huber P J. Robust statistics]M]//International encyclopedia of statistical science. Springer,
Berlin, Heidelberg, 2011: 1248-1251.

[22] Yin D, Gontijo Lopes R, Shlens J, et al. A fourier perspective on model robustness in computer
vision[J]. Advances in Neural Information Processing Systems, 2019, 32.

[23] Gilmer J, Ford N, Carlini N, et al. Adversarial examples are a natural consequence of test error
in noise[C]//International Conference on Machine Learning. PMLR, 2019: 2280-2289.

[24]Qian Z, Huang K, Wang Q F, et al. A Survey of Robust Adversarial Training in Pattern
Recognition: Fundamental, Theory, and Methodologies[J]. arXiv preprint arXiv:2203.14046,
2022.

[25] Goodfellow I J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples[J].
arXiv preprint arXiv:1412.6572, 2014.

[26] Wang Z, Bovik A C, Sheikh H R, et al. Image quality assessment: from error visibility to
structural similarity[J]. IEEE transactions on image processing, 2004, 13(4): 600-612.

45



Eol R B o W e RO

B3R — FEIFENX
Data Augmentation for JPEG Steganalysis

Abstract: Deep Convolutional Neural Networks (CNNs) have performed remarkably well
in JPEG steganalysis. However, they heavily rely on large datasets to avoid overfitting. Data
augmentation is a popular technique to inflate the datasets available without collecting new images.
For JPEG steganalysis, the augmentations predominantly used by researchers are limited to
rotations and flips (D4 augmentations). This is due to the fact that the stego signal is erased by
most augmentations used in computer vision. In this paper, we systematically survey a large
number of other augmentation techniques and assess their benefit in JPEG steganalysis.

Index Terms: Steganography, steganalysis, convolutional neural network, data augmentation

I. INTRODUCTION

Convolutional Neural Networks (CNNs) are the superior detectors of steganography today [,
They replace the so-called rich media models, which are high-dimensional feature representations
hand-designed for specific purposes in steganalysis as a well as the related field of digital forensics.
In contrast to rich models, CNNs learn the best (internal) image representation as well as the
detector itself via a training process, which is usually a form of a Stochastic Gradient Descent
(SGD).

Data augmentation is a way to increase the training set size by including in training
transformed versions of the images. Typical augmentations used in computer vision are rotations,
resizing, cropping, channel shuffle, dropout, and in general any transformation that fundamentally
preserves the label assigned to the image. Larger training sets usually lead to better detectors /
classifiers because they are exposed to more diverse content. Augmentations can be domain-
specific, depending on what task the CNN is trained on. For steganalysis, the signal of interest is
rather fragile, formed by slight perturbations of cover image pixels or quantized DCT coefficients
(for JPEG images). Thus, augmentations that remove or suppress this signal are undesirable and
cannot improve the detection performance. Steganalysts typically employ the so-called dihedral

D4 augmentation, which consists of rotations by integer multiples of 90 degrees and mirrorrings.
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Indeed, such transformations do not disturb the stego signal while exposing the network to a more
diverse dataset. On the other hand, resizing and rotations by non-integer multiples of 90 degrees
are not desirable as the resampling that is inherently part of these transformations disturbs the stego
signal to a large degree.

Previous work in steganalysis [*} [*! addressed the need for an increased dataset size by
acquiring more images using similar devices or using other datasets that are close in development
to the test dataset. Not only this solution does not follow our definition of data augmenting (i.e.
not requiring acquisition of new images), but it is unclear how one would replicate a cover source
as noted by the winners of the BOSS competition who failed to duplicate the test set’s cover source
even when knowing the camera model and the development script used®. Other steganalysis
augmentation techniques have been introduced, such as BitMix [*! (Section I11-C) and Pixels-off!¢],
The latter was not included in this study because it was not developed for the JPEG domain.

In this paper, we look beyond the usual random D4 augmentation group in search for new
augmentations that can improve the detector performance for steganalysis of digital images. We
use the Albumentations Library "1 as well as custom augmentations specifically designed for
steganalysis. In particular, we take a look at various forms of drop out augmentations, which make
good sense for computer vision tasks because they simulate “occlusions” that may naturally occur
and thus robustify the classifier. We also study color channel shuffle, bitmix, convex combinations
of cover and stego images (with soft labels), and multiple stego image sampling to expose the
network to multiple versions of the stego image embedded with different stego keys.

Interestingly, the idea to use symmetries of natural images to robustify the detector is already
present in rich models ¥+ ), Their “features” are formed by co-occurrences of adjacent quantized
and truncated noise residuals obtained via pixel predictors. These features are typically
“symmetrized” or robustified by leveraging directional and sign symmetries of natural images. In
particular, co-occurrences computed from the original image as well as their versions rotated by
integer multiples of 90 degrees and their mirrored forms were typically added to one, better
populated co-occurrence matrix (feature). Because noise residuals exhibit symmetrical marginals
centered around zero, additional co-occurrences can be added by flipping the signs of the noise
residuals, a process that required some caution when applied to the so-called “min” and “max”

non-linear residuals in the Spatial Rich Model (SRM) (21,
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In Section II, we describe the setup of all our experiments, the datasets, and performance
measures to evaluate the effectiveness of various augmentations. All tested augmentations are
explained in Section III. Section IV-A shows all experimental results in a graphic form together

with a discussion. Finally, the paper is closed in Section V.

II. EXPERIMENTAL SETTING

A. Datasets

We use the ALASKA II 256 x 256 dataset ') which contains 75,000 different cover images
compressed with quality factors 75 and 95. The covers were randomly divided into three sets with
66,000, 3,000, and 6,000 images, for training, validation, and testing, respectively. The images
were embedded using J-UNIWARD ['!1] J-MiPOD "2, and F5 U31 with payloads 0.5 , 0.4, 0.3, 0.2,
and 0.1 bpnzac. For J-UNIWARD, the payload was spread into the chrominance channels using
Color Channels Merging (CCM), which concatenates the color cost maps before minimizing the

additive distortion. For J- MiPOD and F5, we only embedded the payload in the luminance channel.
B. Detectors

We use the EfficientNet B3 ¥ pre-trained on Ima- geNet ! and refined for JPEG domain
steganalysis !¢ [17) with the training hyper-parameters described in Section 4.2 in ['7l. No
modifications were done to the architecture besides changing the Fully Connected (FC) layer.

We use the following three performance measures to compare detectors: Py =
min(Pp(Pry) + Pra) ,WwAUC[10], MD5 = Pyp(Ppy = 0.05), and FA80 = Pp (Pyp =
0.8).

III. AUGMENTATIONS

In this section, we describe all augmentation techniques surveyed in this paper.
A. Dropout augmentations

Dropout style augmentations simulate occlusions.
a) CoarseDropout: CoarseDropout is a dropout augmentation that randomly zeros out

rectangular regions of the image. It evolved from the cutout augmentation ['®], which drops a single
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square region. The location of the dropped regions (holes) is randomized, while their size is set to
8 x 8 and their number to 32 holes. Figure 1 shows an example of a CoarseDropout augmented
image. Note that the holes can overlap as well as not completely fit in the image. They also do not
respect the 8 x 8 grid of JPEG blocks.

b) GridDropout: GridDropout 1! is another dropout augmentation that drops out rectangular
regions of an image in a grid fashion. The grid shape is a hyper-parameter of the augmentation.
We set the grid to correspond to JPEG 8 % 8 squares, and vary the dropout ratio parameter which
controls the number of dropped blocks, the number of dropped blocks was set to 36. Figure 2

shows an example of a GridDropout augmented image.

Figure 1

¢) RandomGridDropout: This augmentation combines the GridDropout and CoarseDropout.
It drops a number of non overlapping 8 x 8 squares while respecting the 8 x 8 JPEG grid; the
number of holes was also set to 32. Figure 3 shows an example of a RandomGridDropout

augmented image.
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B. Channel augmentations

This section describes augmentations operating on the channel dimension of the input image.
Such augmentations are only useful for color steganography.

a) ChannelShuffle: This is a channel-style augmentation that randomizes the order of
channels in a color image. For example, an RGB image could become a GBR image. Note that
this augmentation is only used when training on RGB in- puts since swapping the channels in the
Y CbCr representation is detrimental because of the heterogeneity of these channels.

b) ToGray: ToGray converts the sampled image to grayscale. This augmentation does not
completely destroy the stego signal since a vast majority of the payload is typically in the

luminance channel. This augmentation was also used with networks trained with RGB inputs.
C. Mixing augmentations
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Next, we describe augmentations which mix two images, a cover image C and a stego image
S, to create an augmented image X. Such augmentations evolved from the Mixup augmentation!?],
which saw a great success in computer vision applications. These augmentations often require
changing the label vector to reflect the amount of mixing between the classes. The loss used is the
cross-entropy with soft targets.

a) BitMix: BitMix [*! takes a cover image and replaces a randomly sampled patch with the
stego image and vice versa. This patch is chosen by randomly sampling a rectangular area whose
maximum size is determined by a maximum mix ratio parameter. The patch is represented using a
binary mask M. For simplicity, we assume the mask is applied to a cover image C but in practice
it is applied to cover and stego images. The label vector y is changed using the system of Equations
1-3:

X=MOC+(1-MOS
_IMOC — MOS||
—Ic=Slly
Yx=U1-21)

A

Figure 4

Figure 4 shows an example of a BitMix augmented image as well as its corresponding soft
label.
b) ConvexMix: This augmentation forms a convex combination of a cover-stego image pair
by sampling the mixing parameter A ~ U(0, 1):
X=AC+1-M1)S
x=U1-21)
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D. Sampling augmentations

a) StegoSampling: This augmentation is special to the steganalysis task. In fact, each stego
image S is a random sample from the steganographic simulator, which simulates embedding
changes operating on the rate—distortion bound. This enables sampling different stego images from
the same cover and with the same payload while getting different stego samples at each iteration.
In practice, we use the change rates B+, p— and the cover image to sample a stego image on the fly

while training the network. This augmentation will be called StegoSampling.

IV. RESULTS

A. Successful augmentations

Figure 5 shows the results for all tested augmentations, three embedding algorithms, two
payloads, and two quality factors. The baseline detectors were trained with the standard D4
augmentation. For J-UNIWARD, every tested augmentation was successful in improving on the
baseline. For larger payloads, the StegoSampling and dropout augmentations performed very well.
This is clear for QF75 and even more so for QF95. For smaller payloads, StegoSampling and
dropout augmentations are still very capable but this changes for the larger quality 95. Despite the
drop in performance from QF75, there are still meaningful improvements for small payloads at
QF95. The results suggest that detection of steganography in images with low QFs will benefit
from the assistance of augmenta- tions the most, whereas there is a limit on how helpful the
augmentations can be for higher QFs images as the payload size decreases.

For J-MiPOD, the additional tested augmentations were less impactful. The one that stood
out was ConvexMix, which helped detection of J-MiPOD much more than J-UNIWARD.
Furthermore, at QF75 the RandGridDropout and GridDropout augmentations actually hurt the
testing accuracy. Even when the augmentations provide improvements, the effectiveness of
additional augmentations falls of much more quickly in comparison to J-UNIWARD. As the
payload size decreases and the QF increases, the benefits of augmentations in detecting images

embedded with J-MiPOD become less pronounced.
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Table 1
BASELINE PERFORMANCE AND COARSEDROPOUT FOR EFFICIENTNET B3
TRAINED ON 10,000 PAIRS OF COVER AND J-UNIWARD IMAGES, QF75
AT 0.4 BPNZAC.

Data Augmentation Accuracy MD35 FAR0D  wAUC
QF75 J-UNIWARD 0.4 bpnzac
Baseline 0.8881 0.1701  0.0335 09797

CoarseDropout, 16 blocks 0.9029 0.1488 0.0293 09812

For the F5 algorithm, the 0.1 bpnzac payload was different compared to the lowest payloads
for J-MiPOD and J- UNIWARD. Every augmentation except for the RandGrid- Dropout
augmentation resulted in worse accuracies for both QFs. For the 0.3 bpnzac payload, every
augmentation was able to provide a slight improvement upon the baseline. Moving from QF75 to
QF95 seemed to produce nearly equivalent results. For F5, the payload influenced the amount of

improvement the most.
B. Low data regime

Another experiment that we ran was taking an augmentation and testing it against a smaller
dataset. This was done using the CoarseDropout augmentation with the results shown in Table I.
The settings were identical to those described in Section II except for the training data set size,
which was reduced from 66,000 to 10,000. The original number of 32 dropout blocks used for
CoarseDropout as described in Section III-A did not work with this smaller dataset. However,
when the number of blocks was halved there was a substantial gain in accuracy and MDS5. This
suggests that smaller datasets are more delicate but still benefit from toned down version of the

augmentations used in our experiments.
C. Unsuccessful augmentations

Here, we report on the augmentations that failed to improve upon the baseline. The channel
augmentations for color images (ChannelShuffle and ToGray) failed to give better results than the

baseline as shown in Table 1I.
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Table 11
CHANNELSHUFFLE AND TOGRAY PERFORMANCE FOR J-UNIWARD
QF75 AND 95 AT 0.4 BPNZAC.

Data Augmentation  Accuracy MD5 FABD  wAUC
QF75 J-UNIWARD 0.4 bpnzac

Baseline 0.9571 0.0308 0.0012 0.9961

ChannelShuffle 0.9509 0.0297  0.0018  0.9961

ToGray 0.9515 0.0272  0.0015 0.9962
QF95 J-UNIWARD 0.4 bpnzac

Baseline 0.8308 0.3264  0.1300 0.9498

ChannelShuffle 0.8194 0.3571  0.1538  0.9459

ToGray 0.8292 03212 0.1366  0.9491

Additionally, we tried to combine all augmentations that produced a gain to see if their
combined effect would provide further benefit. Surprisingly, this was not the case as shown in
Table III. The augmentations were combined using a “OneOf” strategy: for each sample, a

randomly sampled augmentation technique was applied.

Table III
BASELINE, BEST SINGLE AUGMENTATION, AND ALL AUGMENTATIONS
PERFORMANCE FOR J-UNIWARD AND J-MIPOD AT QF75 AND 93.

Data Augmentation  Accuracy MD5 FABD  wAUC
QF75 J-UNIWARD 0.4 bpnzac

Baseline 0.9571 0.0308 0.0012  0.9961

GridDropout 0.9669 0.0173 0.0012 0.9974

All 0.9603 0.0155 0.0020  0.9973

QF95 J-UNIWARD 0.4 bpnzac

Baseline 0.8309 0.3264  0.1300 0.9498

GridDropout 0.8490 0.2935 0.1044  0.9562

All 0.8398 0.3128  0.1200 0.9531
QF75 J-MiPOD 0.5 bpnzac

Baseline 0.9128 0.1243  0.0166  0.9854

ConvexMix 0.9180 0.1215 0.0178  0.9853

All 0.9193 0.1156  0.0173  0.9863
QF95 J-MiPOD 0.5 bpnzac

Baseline 0.7132 0.5946  0.3706  0.8662

CoarseDropout 0.7186 0.5879 03724  0.8679

All 0.7164 0.5917 03641  0.8680

V. CONCLUSIONS AND FUTURE WORK

Our study of augmentations shows that there are ways to successfully augment data for
steganographic deep learning applications beyond the standard D4 augmentations. With some care,
the correct selection of additional augmentations can result in a substantial boost in performance
(up to 3% in accuracy and 5% in MDS5). We observed that smaller data sets are more likely to

benefit from using the proposed data augmentations than large datasets because the augmentations
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effectively increase the size of the training set and make deep learning models more robust.

For possible future directions, we recommend further investigation of the effect of the cover
or stego source on the gains of each augmentation. For example, one could study a more diverse
stego source comprised of different stego schemes with different payloads. Additionally, it is
probably worth looking at how much the augmentations boost deeper CNN architectures, such as

the EfficientNet B7.
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S E = = R
I el i e
N .

K] 7 GridDropout ¥ 14 55

¢) RandomGridDropout: XM 5877 455 T GridDropout I CoarseDropout P 777 3.
'ETEIEAE 8 X8 ) JPEG MR H RN, HRER—LEAEH BN 8 X8 M7 SLAIEE R
BN 32, 3 {78 T —> RandomGridDropout 3 5 K44 1) 4511

K] 8 RandomGridDropout {41 55

B. EIEH R

AR T R N BB A8 3 4 FE AT B3 R X PR R vE R R R S R A .

(a) ChannelShuffle: X J&—/MAeE BENL AT (o G Hh 1 38 38 I 1) e 1 =X 386 555 ) g
#itn, —4> RGB BIEAI IR —1 GBR KR, (HFRZEERRE, XA R ae RAEX
RGB #HATIIZIATH, W TIlIE R e, 7E55#H YCbCr HIHIE & A7 513 1) .

b) ToGray: ToGray J5 sCREWS L RAL J5 1) BUG S IR o SX b 3 I A 58 R e S
55, BN (G R 8 e s BB TE b . X P58 7t A T H RGB i\
IR 25 .
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C. IBEHHE

BN, BAMHRIRA IR EG g sE v, RIEEEG C MRS EIE S, LAldE—
AR EUR Xo XM 58 752 N Mixup 38 58 77 VROV R TR Y, e AR THENLAR e B H
WS T ERBIRE . X L o i ) 75 22 AR 25 1) B DU R 2 R IR G 2. A 4 28
BRIE A RCE BRI 28 U

a) BitMix: BitMixPYiH —ME G BIE, TR —DMBREVLIIAER AN T B3 vl 5 EHR,
ZIRER o IXRANANT I VLA IR B — N X I8, Hm R RS s RIR & Lu o 2 50k
JE o AN T H— A ki RS M R IR . il B I, AR iz & H T3 EHR C,
BESEEH, EEATHIMESER . w5 REy 2T 1-3 B RGRSER .

X = MOC + (1 - M)®S

1 IMOC —MOS|,
IC — Sl
Yx=A1-21)

4 8o 1 > BitMix 3555 (1 B A5 DA KA B bR AE

K 9 BitMix 1 om

b) MRS (ConvexMix): XA EEEITITIRASE L ~ U, 1):FHATHIFE, KR T
H - s G Y IR H A
X=AC+(1-1S
x=U1-21)
D. KR

a) StegoSampling: X f& 5 73 MRS5S K UL, X —FRFRINIG R T B FHse b, RS
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K& S fEok B SEAUER I —DEENUAEA, BRI 7 AR RO T ERAE AL .
XA A MO [ PRt T AN ) A s rR O R S B, RN R OE RHER e A
R EFEA . S, EIIGRMZE, BATHARER BT, g~ A B G e s Bt

T SEIN SRR . X AR s AE R 5Pk 9 StegoSampling.
IV. &%

A. BRI BRI

Kl 5 R T TR, =FRNEE . PRI RO A R DR R A R
FELRAG I 282 AR UE (1) D4 558752501 KT J-UNIWARD, 45— NI 1 5 4T 58 B Th
kg Ik . WF RO R AT, StegoSampling FERRIGIRINAER DR IF . XX QF75
KRB, X QF95 KUt 2t X T8/ NEA A E AT, StegoSampling FHHE R IE 5 L)
REVIIRAEE AR, X THORM BT 95 KUt A A E . B M QFT75 JHiRTERe R I%, (2
7E QF9S W W /INFIAE U A T A A itk . Z5 SRR, 7E(K QFs A UG H R k2 55 AR
MBI SR IR A5 B b 2 28 R, TR A R /NI kb B i SR = QFs BRI S
B AT R o

XF T J-MiPOD K i, ZHMRINIY SR RE I AL H 8. R A2 ConvexMix, TXf
J-MiPOD [ 4 B fL Bk Lk J-UNIWARD K132 . b4k, 7E QF75 #1, RandGridDropout
1 GridDropout 358 D Ae 2 bR b REAK T WA Em . RIEA teslom iy G P, 5 J-
UNIWARD #HLL, 33T B8 G 20 ™ B s PR . Bl B A 280 A /N g9/ b A QF g3,
SR REAERTM R J-MiPOD FI UG 7 T A AR R A TS A B T

Xt FS 5%, 5 I-MiPOD 1 JUNIWARD (15 /%A 8@k AH L, 0.1 bpnzac H R & 47
e AE M. BT RandGridDropout Z #MI¥E 458 77 A FEM A QF MHERZ T~ . Xt
T+ 0.3 bpnzac G REAT , B — R RERENS (AL B — S RUNIIER T AL QFT75 3 QF95
LFFEA T LA E PGS SR . 3T FS RUE, A8 R0 it ot & 1 s i K

B. {REHE IR

FATHEAT I 57— A SIS K I — BRI s i, BN B S AT M. i
52 CoarseDropout H5iE AT, S5RWE 1. B T IIZEIRER /NI 66,000 5D
/10,000 14~, HAhi & 5258 AR rIAHE o 55 HI-A 15 1538 ) H] T CoarseDropout HY
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AT 32 > dropout H B & AE XA BN EE S EAEER] AR, 2 Ba i,
AEFYEA MDS #RA IR K m . XRY], BUNIEERE LML, AR5 TRATLER:
HHASE PRV A R AS 1) 184 B 1 i o
x 2
el ag F I MDS5 FA80 wAUC

QF75 J-UNIWARD 0.4 bpzac

L2 0.8881 0.1701 0.0335 0.9797
CoarseDropout ,16 Ht 0.9029 0.1488 0.0293 0.9812
CRU R R ARG E T =X,

WATR /R T RAEAEIL FAA R SCEM IR, R R, B EEEE 5 R
(ChannelShuffle Il ToGray) A REFRML LLILLL T IFHILE R,

BeAt, BATRE A Fe A 2 MR VRS Gk, BREMNMNGE MR EHE
ISR SRT PR R, WO AR A, R = FR. AT "OneOf " e
KA G TREEAR : W TRAFEAR, BN B AR N

V. SRHARRKIE

AT K 1 m Jr B TR, B T ARUER) D4 FTHIZ4h, AT S 5R ik AT DL
JRIIHOY B PR 5 S N B . R BRI R, IR PR SN K G 5k 7 ik Rl EAAE
PERETS B RIRIRTT (HEW R mik 3%, MDS5 09 5%). T LIS B/ 1 B 45 e R
FEAT AT HE ANFRATT 4 H Bt 38 5im 7 vk A S L R, DR D3 5 n] LA R4t g in Il 2R 1
PR, AR P S SRR B i K

X FARARMTFCTT 1A, BATEUCHE 250t T i B 5 P50 A1 g g e o (R0 50 - 481
i, AT AR FE AN (5] R R A R B3 7 S 4L B 2 AL B S IR Bedh, Ixek
SESRAS R TR JZ K1) CNN 244, 4 EfficientNet B7 A 2 KR FHE FH B2 EA T 7T
JiTAl e
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* 3
s G n ¥ RE MD5 FAS80 wAUC
QF75 J-UNIWARD 0.4 bpzac
Feek 0.9571 0.0308 0.0012 0.9961
ChannelShuffle 0.9509 0.0297 0.0018 0.9961
ToGray 0.9515 0.0272 0.0015 0.9962
QF95 J-UNIWARD 0.4 bpzac
Feek 0.8308 0.3264 0.1300 0.9498
ChannelShuffle 0.8194 0.3571 0.1538 0.9459
ToGray 0.8292 0.3212 0.1366 0.9491
* 4
s g n k1 MD5 FAS0 wAUC
QF75 J-UNIWARD 0.4 bpzac
Rk 0.9571 0.0308 0.0012 0.9961
GridDropout 0.9669 0.0173 0.0012 0.9974
B 77 20 0.9603 0.0155 0.0020 0.9973
QF95 J-UNIWARD 0.4 bpzac
82357 0.8309 0.3264 0.1300 0.9498
GridDropout 0.8490 0.2935 0.1044 0.9562
F A 77 4 0.8398 0.3128 0.1200 0.9531
QF75 J-MiPOD 0.5 bpzac
Rk 0.9128 0.1243 0.0166 0.9854
GridDropout 0.9180 0.1215 0.0178 0.9853
BT 5 2 0.9193 0.1156 0.0173 0.9863
QF95 J-MiPOD 0.5 bpzac
H2k 0.7132 0.5946 0.3706 0.8662
GridDropout 0.7186 0.5879 0.3724 0.8679
IEEWIE-" 0.7164 0.5917 0.3641 0.8680

63



I N . A S AR,

QF 75 QF 95

BG5S

N 0.4 bproae B 0.2 bpnzac

B0

B4.5

z7.a1 1.0

El5A

53,00

I 0.5 bpezac 1.2 bpnzac I 1.5 bpnzac I 0.2 bpnzac

9275

«.0 o
5.5

B -

o .25

a6 R g 5200
5175

a1d | or e
&1 50

§1.9 o e 1.5

o -5 & 3 & e i
& é’a‘ ﬁﬁ" o gﬁ" & F
: o
af® \_;;9 o &
IMiPOD IMiPOD
EE 03 bpezae B (0] b 5.2 B 0.3 bpnzac B 0.1 bpneae | 555

ardl 00,504
56.0 [~

S5k G0 104 B5.E (=
.61 i

S50 |-Ga i
5.4 [

anh [G8.1M 5.2 L
5.0 i

a5l o

nsF35

K10 P dgsm. =PRSS PRI R0 A AN A o R P AR A A

64



I N . A S AR,

fR_ REBTRE

AR R B I A Xt A 2 R 28 R R BEAT A DR AT BRI 0 o 3 P R B AR AT %
AR, CRERBL S 3] I R 2 SRAE 55 WIS Ay BEHEAT WA REVERIT T, 49 M AE R 22 X 2% 52 2
I RE R, PR AR DX Ssl A5 S e A R PR T A 21 B D S BV E T o i = e 1 oA 7Y
FECCEEERT R N BRI RERT, H 2o WG B & ERe, EmPiXIEE R
B PR PEREAT BORIRTT I, AR IX IS S S MR A A R R3S . A ke R 3 22
PR FE I R RAE S5 R, oL B SRS, BT A T RO A 2 s LU % T
VRS BB 00 FAT 55 I i BORY S8 = J5 T R SR AT 3k — 2D (R 0 A, SR T aTAT 1k B A SR
R
s BREH AR

MFEAR AL S, ARSI 30 N LR BB I IR, JERIE 1 — AN
R A7 5 —— A B LA X PR EE AR 22 P 28 3047 o o RS R AN W0 AL (R TR P A 2 R 45 A
BORYG, b N R AL . FEGIINERYT . B3 BB REZ KNS RT,
IR RGNS Oy H PSS ARE,  SUIRE 2 S R AL Y S AL, PRI PR
TIREEPRIE S 2] RGUHERE WA R AT P IR . — BRI AR B TARR “JBAH 7
BRI, 4> 5 % TP WY 28 AR AR IIE TR RE 8 LA O A3 Fre Pk 7 S g, Ot BEAIC
P R R

Mk s =, BGRR SER 7 A S5 AE S5 AT AT B R 2 R
b N LB R AT RS, VR 2 A [RIRE S ulR vH RN e 5 AR B TAEM 5, D
S TAERR, BRATRE BRI E . BIELEXREREHE BT/ 682K, #e
g RO N T 75 Yl AR o TRJIRE S AL PO LA 5 RS JeE ol 1 8 S e mT s e A
D N TAGOL N RARIE R 2 B SR R, DU BRSSO HER M R e e At
SRR
. BREMER S B

A PRI T, B 0 At 3 e £ I 2 AR (1 R R P B, RS AL BEAT A B R AR 5
USSP AT & 2 MA@ R . B LOR, 2R AL, A et st s N
AT T ARG T, AE R TR BT R TR R T IS B TE A IR
HARA, FIRPRE AR R S DU AT R, e e Ve R 2 2Bk B AR
Ja, REWIR e A IR IR 7 BRI 5, ek KE BB IR, AEEE £
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FEHUR, R N R G AT T s, BRI 1 IR BR A btk 7, RESIRTT R4t
22 4tk
=, RTRENZNSHE

FERRAF, XA 2 ] g BEVERL TR BEAT T RO FEFE B o MTUSAIL A BEAT 70 T R A8
RN RENE R ITE L —, T JT i M REE IE A B 28 2 AUk = vy, 451 2 5 2R 8 R Eh 0 3
BEAT 73 M IR 45 S BRI, G SR RE Dy da P AL A7 ot B 5 20 B R AR g AT T Rk 2
WIEAS B2 U A SR T, Rt AT S W2t 2 4. 5 B2 e A IR

RIS, Ao R 2 A R (TR R A 7 SR R 24, IR T BBk Ao TEMS N Ve
FEEU™, Refgiz H 2 M7 2O T2 I Y Y 5 TAENLS], M RERE A 28 2 AN AU AT SE B
FIBEIC. S 2, R A i e (e BAE SeBr B B BOR KIS T 2508, fels
AT AU R TSR 08T, IF DA AR 2 oA L N Z g8 EREAT AR OGBS, $RT Mk

&b
He o
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