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ABSTRACT

With the rapid proliferation of deep learning technologies accelerating the devel-
opment of intelligent systems, data privacy protection is facing increasingly severe
challenges. Throughout the lifecycle of deep neural networks, there exist two critical
types of privacy leakage risks. In the inference stage, malicious attackers can leverage
deployed models to conduct high-precision analysis on user data, resulting in the dis-
closure of sensitive information. In the training stage, third parties may illegally collect
and exploit user data to train models, leading to privacy breaches and data ownership
loss. To address these risks, this dissertation systematically investigates two types of
defense techniques—adversarial examples and unlearnable examples—to construct pri-
vacy protection mechanisms in both inference and training phases.

Although adversarial and unlearnable examples offer promising directions for pri-
vacy protection, existing approaches still face significant limitations. Adversarial ex-
amples inject subtle perturbations to disrupt model inference and resist malicious data
analysis; however, conventional pixel-space additive perturbations often introduce per-
ceptible artifacts and suffer from poor transferability, limiting their practical deploy-
ment. Unlearnable examples embed perturbations during training to prevent unauthor-
ized data utilization, but current methods struggle to balance unlearnability and imper-
ceptibility, hindering their applicability. To overcome these limitations, two novel ap-
proaches are proposed:

1. A perturbation embedding based adversarial example generation method (PtEm-
AE) is introduced, which leverages steganographic techniques to embed universal per-
turbations into images, enhancing attack effectiveness while maintaining visual imper-
ceptibility for improved privacy protection. Unlike traditional additive perturbation
methods, PtEm-AE employs an encoder network to embed perturbations. The genera-
tion process involves three stages: learning perturbation embedding patterns via the en-
coder, iteratively optimizing universal perturbations to improve attack strength, and
embedding the optimized perturbations into new samples to generate adversarial exam-
ples. Furthermore, two complementary loss functions are proposed from both the in-
stance and distribution levels: at the instance level, a contrastive loss is used to enlarge

the feature distance between original and adversarial samples; at the distribution level,
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a KL divergence loss maximizes the discrepancy between feature distributions of the
two sets to enhance transferability. A visual imperceptibility loss is also introduced to
balance attack success with visual quality. Unlike traditional steganography, PtEm-AE
validates embedding effectiveness through model attack success rates, where successful
model deception confirms effective perturbation embedding.

2. A perturbation embedding based unlearnable example generation method
(PtEm-UE) is proposed to prevent private data from being effectively learned by deep
models. This method adopts a dynamically optimized surrogate feature extractor. In the
first stage, the perturbation embedding network and the surrogate model are jointly op-
timized with a contrastive loss to force attention on perturbation features. In the second
stage, the embedding network is frozen, and the sample-specific perturbations and sur-
rogate model are iteratively optimized to further enhance unlearnability. The loss func-
tion consists of three components: a visual imperceptibility loss to maintain appearance
consistency, a contrastive loss to mislead feature alignment and interfere with semantic
modeling in self-supervised learning, and a clustering separation loss that constrains
intra-class compactness and inter-class separability to disrupt supervised learning. Such
a loss design ensures that the generated unlearnable examples can disrupt both super-
vised and self-supervised learning, thereby strengthening privacy protection. In addi-
tion, the traditional decoding-based verification mechanism in steganography is refor-
mulated as a new paradigm: "training failure implies steganographic success," remov-
ing the reliance on explicit decoding and focusing optimization on both imperceptibility
and unlearnability.

In summary, this dissertation addresses the data privacy risks faced by deep neural
networks during both training and inference, and constructs a comprehensive protection
framework covering the model's full lifecycle. The proposed PtEm-AE and PtEm-UE
methods significantly improve the imperceptibility and effectiveness of adversarial and
unlearnable examples. Experimental results demonstrate strong performance across

various scenarios, offering a novel technical pathway for data privacy protection.

Keywords: Adversarial Examples; Unlearnable Examples; Perturbation Embedding;

Contrastive Learning; Data Privacy Protection
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Figure 1.1 Two Types of Risks to User Data, (a) data security risks in model deployment, (b)
data security risks in model training
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RIS H 5PN B B RAR AL Bidi Kt ML AN, TISEAS A ke A RERR 5 b
TS, XA R R A WrZ AR A B 2 SO E, A 2 OR3P B AL B 1 H
1o SRT, ANFEREARTSAEIG —LBkik. 2021 4, Liu ZEABVRIL, AA[54F
REIE) F B TE G R =R COEE b, 52 BRI R, DR LR
ULEO-GrayAugs J7i%, H&R08 AR P g i s Ab BAE AR DA S P s £ P — il
. W5, Fu S APYRBLXESPENE S ERIEZE, @ IS ik
RARTH AN E 1, T EA T ZEFEAR I RLRE . 2022 4F, Yu 55 NPHRAE
DT EREAR IS, S s BRI vy o, T DUE I E A R
KPP AT PR B R AL G 5RO . 2022 4, Ren 25 AFOHRHE, AA22FEA
TEARFHAR YNGR E R AT RS, DR H T 28 mT 40 B ) 1l 25 ) A
A SR ORI, B 7RI I 3 SR 2R M T A R AN T SRR IR R AR
2023 4, He S A\PTE— BRI, W% I H AT AR AEH T B R HE
B, TR T LA BB EE R R B 7, AR RO B B I AU
AT AR, HULEIR, Zhang 55 PSR H TR TR MA T 2L HOR, Xl
BRAKAREAE B, B4 & F T A FIZRIZ S A AT 22k AR . ok, ok
L2 IRIE 0 B AN AT 2R A N T 2% SR AN R4, A BB 9L s ] e 471160
By7 B, AR D S = 4k i = B R R s, PR R TR
J87 Y6 ] o
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1.3 XXHARAR

ARSI EF WL 2 5B ITE , 5 SR TR B 4 X 45 B %-Bi B
AR R 738 T ORI IR BEAR G2 I 28 2 FH o B 08l 22 4, ARSCHE T2 T
AR AN B FREALE OT 5, DURSP BUR B A ARE IR BB ] 42 5
H05% 7 W = W N kS AN D E 71 o NG o) W R < = S /N g SR 2
UG T RSP NANT 70 A8 HLR I B B RL B8 AN AR ] TN R e X 2%, A SCH2
73T PR NI A 0] SR AR BT 1 o 127154 U A T 2R AR A B AL
PEAS 7 AR NS AL iR IS B, T BRSO E M IR B, NG H AR
TEHIER . Ik A B BAR I

E TSR TREAR LT EE: AR T & T IR AR iR A A
FRHELE PtEm-AE(Perturbation Embedding based Adversarial Example), A~[ET A
W EARAEAGR ZR L DA 5 s e sh i ke A £ %, PtEm-AE 5 BhiE
JEMILE R G HAR, A I gmbt N 45 58 SOE RS BN o 6N, RS WA 2
T -5 5080 o0 AT JZ AR H 1 PR LA R A A 2% e B, AR G 0 Pl A
XHUREA BB ST 1 PRI A S 5 1 X Heer S AR, THE LR
A6 PG S HRE SRR A 2 T (R ARABAE REL R , SR 5i S 4 UG 5 0] B RE A TERRALE
22 ) P B o B A 2 T, SRR B S X U AR % B RFAE A AR AL BE R R
Hod ik A — B O 0 A . BJE, A KL S KX AN A 2
(AR ZE 5, AT DR BERE T 22 2] B Be 8 G S B AS 0 AT I3 B . ittt 5
Bk, N GE RSl 1 451 2 DL OR BExst SRR A (AL 3 ot 2

BTSRRI ZREARE T AN T — MR FEAAEE A BB
I 775 PtEm-UE(Perturbation Embedding based Unlearnable Exam-
ple), $&H T3 TIBN AR A AT FREA A BAEZE  ZAE BRI SR AR 7 i A
B ING— D IBIHRAPILE o 12 W 28] T B2 5 SRR B HR 21 R 45 EHE T A2 R
ANFTEEREA o A 51N Z A2 B N R AR B T B LS AN AT S R A T 5
S FIRB NS SE S HIE AT AR 2Re AR . 38 00, FHRANA] 24
PERGRHITNE) . (ERERT B, SRBIR AP S EOR AR SS, TR RS RE AR B
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PP Bbr, A28 At s AnAQ AR A R B DRy BOR i KI5l - e
b, FERVRCTE T, ARSCERG 5 BN L2 S AN B 2 S s B vk 1 5 M i 4
SR PR RO DR B 2B BRI AN W] S A [R] I X 0 Bl SY AN 22 ST 20

14 BXHAREH

SO AAET, KPS AETINAE RN 1.2 Pros:

FETIBIRN B FUREARNAST] 22 AL BT 00T 7E

#—#
it
|
! ! !
VR W AT At

528 B P hl
l

| | |
FoE
AASCHR S SRR A
HE

B== £
FETIBRN BT HUREA A R 15 ST IR A FEAREA L T i

FREAR

Ry S8 51 TR I S8 15

BILE
Ba s RE

Kl 1.2 S mEm
Figure 1.2 Structure of Dissertation

HmONR, I TR BB T AR B 2R, 1
W7 BHE RS AL ORI BT B S G T A TTE AR AR R s feJE X A
SCH)EEWT TN B GE R ZHREAT 4



bR AR S

5 T RONMR IR S EORIEA . B e T T I AR LA ST 2% R
HIIZREIE o SRR A4 T A SO HURE AR AN AN 0] 2R AN FH B A SRR —— T
G FHENE T IUHEHR R 135 DR RBEEOR o 85 Jm 0 S A A s 42
BEAT T RIEAN A

5 = BN T IR IR BUREAR L BT « BB AN M 1 Bt A e
AR FSCHE 2R A A0 B1 N IX 225 18 S LA 15 R85 R e it o SRR 78 22 Fh a7
Gk s HAA R ST VR AN E B PR REAT 1 AT A PPAS A 20 A

55V BN T IR A WA AT AR EA AL BTV E e 8 1 it Al 2
FEALE BRAE R SEBLA S, IR AE 2Bt . AL FREAT 2x i (1 70 A AT
fiti, HEIAEINERATRILE, Bz AR

BhENESSRE, RGRPE LIRS TAERHES, EHE D Bt
FORBRYE, T 2T A 2 AT R R e
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EE MEXERSHRAREM

2.1 HEXERSEZ

TEIRPE 2 TR o, B IR A R IR B A0 51 8. R 2.1
Fios, s E AL ANEIE 5 N TR SRS L, % U7E ImageNet K14
AL G T M AlexNet® (2012 4 Top-5 #EHiZ 84.7%) %] Swin Trans-
former®] (2022 4F Top-5 #EMIZHK 90.5%) MFARZ I, FEIE PN 35 L4rE
LA MEAE T Faster R-CNNI0), Mask R-CNNIOTIZE BLRRREMERY . AR1, 1%yu =T
I = AR OPR: o, PR R 4R B AR RO, T, B G S R
A, H=, S A XS ERIEA R 5T R Fnm], X AsRbR i o A
RN “BARYLE " NEL: GBI R T IR G, MEFRRT R 8%
ABRBON, A VAR A BE ) SR R

IEH% 9 FE ST PR

—
L%AT — i XX)'—DE— YL R
A
gﬁ——A1$ma-—>% W2 2
Y

X
B 2.1 W 3] AR
Figure 2.1 The General Process of Supervised Learning

TG B 2 3] e S A R I B2 R ST R R, B I = sk
RITC I I CRE/PCA) 2R T Atk Rk, 1E CIFAR-10 a4k 7y KUt
BAE 60%; AHATSTHr B O /B B 2 50 lid #yis Py bR 25 % ResNet-50
FAERE JJHRFH W BL 5 511 78.4%, (RATIAAAELE X w7 BB e 3] SElyE =X
A, B REASC REBTIT B H 0. T RIRIE T %R AR B2 & i
G RIS 0] He S S R 10 A PSS IR, S RHER SRR 14 A
43 555 RERTRLOOR B 6 L 58 AR K 200 73 MUK i S, K H 3023 Corner Case
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R A 73%32 T 2 89% . IXEESERER IR, 4 B 7 I A AR A 5142
PR S SO, R LG 2 S IR B OC R T AIEHE, BN LR IR
AR R . AR —A TAEME S 7 0 b ST AR, B0t 7 &1 X S HupE AR (1 4%
DREREL: B R WD A LT A )BT T b, R TR RIS
AR

2.1.1 ERMEMLE

HRZ 4% (Convolutional Neural Networks, CNN) @i {4 2% )8 K2
RALFFEFh AL, MRS T i BN AL 5 ia . Bt b, A e NRHE
KX € RIPWXCEHBRIZK € RIkXCXD | B0 5 H vl RiA A

Cc S S
Yi,j,d = Z Z Z Xi+u,j+v,c ’ Ku+s,v+s,c,d + by (2.1)

c=11i=—s p=—s

Horbis = |k/2), by BT 124 BRI R 0 = i e e v 5 P
A, KEEEMKISEENO(HWC)?)EE0(K*CD), Rk T mde s
ROER SRR A P . LeCun %5 A32HI LeNet-5U B URHIE T CNN 7EF 54
FARBIEA B . 2012 4F, Krizhevsky 25 A3 HL ) AlexNet O i 22 174 5 #E
3)) CNN H#E N IR FEALER: SR ReLU B0 BRI £ (f (x) = max (0, x) )& L Sigmoid,
FCARV R I A 6 P R PR B AR G B 1/4, IR BESR T 6 £ TIN
Dropout (FEALKTEHp = 0.5) SEIR RS, Wit FHE 2 A 3K ImageNet
Top-5 45 1R M 26.2%IE45 5 16.4%; AN, X GPU /K £ 3t 28 mi # £ BAF IR
i, B CSEBR R CNN I IFAT A ISR, 2 5 800 A0 21 R 22 22 b B fi o
BEf5 , CNN ZEM B U R RS TR R TH 5 2 R R & = A B2 sttt
LB S TR 2.2 PR, ASCSRL T K 3 W2 s 2
VGGNetP?, ResNet!?®/fl DenseNet!"!1.
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REE
RFAER]

|

B i
B A B Y= BEBR 4 MR

Kl 2.2 HBRME M4 g 1)
Figure 2.2 Classic Architecture of Convolutional Neural Networks

VGGNet(Visual Geometry Group Network)if it R SLIGI0UE T/ NREE
FARZHE B TR B I 28 150 20, X — R AR R 2 N 48 A BT P2 A T IR
TR o FAZ O TTRRAS U AE 42 H A B 2482 353 BRI B R E B HUZ I AT
P, SEAECE: PR T X R S BCREAA  IE I IR 333 BARE ATER
1F A 5x5 BRUZSERNEZ LT, FNSHEmD 2581 925, BEEMT
RIZM B A S . VGG-16 1E R IAsZE, R 13 MERES 3 M4
e R W RIKZER, iU& ReLU WUR R #S L2 IENAL 0L, 7E ImageNet %4542
ESREL Top-5 /3 2KiR 2 7.3%MBMEVERE . EAERIZ, Ho9ZRHESREL
)8 J5 28 H ARSI 5 1 3o FIE 55 IR 6 - B W 2 4 A1 1 BB LA

ResNet(Residual Neural Network) @1~ ] 2.3 i, 85k 2% S HEQLE R |
VR JEE AR 2 X 28 VAT A 5 TR1 A A e X 28328 P58 58 -5 S50 0 s P 3 ok 5 3R AT L2891 1) 8
Peft 7R A . HAFT IR ZE RS A E U H(x) = F(x, W) + W (x)
Hrr, FORNRFZEIIMERZEREL W) NEEREICIE %L %% iR 5| N2
PEAEER:, A AL R AR B v] B AR A M A R A0, T EE I b
TRUFIR Z 2 ISR RS eV . BUA i R W], SR Z S5 RAE G 2% 1 Ak H A\
2 S) AR BRBH (o) Be BN SR EF () = H(x) — x, BERIRT S50 M K4
REIE. FEAH, ResNet-50 K [11“Bottleneck Btk (1x1—3x3—1x1 HRF
) il g 5 TR R T, RS HOICR B HE R T2 35%, K
SPETRFIE SRR S TR IR T SRl . L 54548 CNN A (1 il e et
EEU 2.4 iR ResNet RV E LA FREERIIRA, 41 ResNet-18. ResNet-
34, ResNet-50. ResNet-101. ResNet-152 5§, & FH AN AL 2 A AT B UR
Wyt ARSCSEHG F BAE T AN B 1) ResNet-18, FH 257K FE 1] ResNet-34, ResNet-
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50 FRAYFIEE 55 24 1) ResNet-101, PUELEAE B IRIAEE N 3E4T X EL 04

| (g T
L 60000 — ool LKL
TR TR B i)t
| |t
] 2.3 ResNet #7145 4y
Figure 2.3 ResNet Model Architecture
HiAx i
B2 REE
F(x) ReLU F(x) RelU; | x
B2 R
ReLU
ReLU 4
H(x) = F(x)

H(x)=F(x)+x
Kl 2.4 fEG GRS IE % 5 ResNet SRR Z B ) Lk

Figure 2.4 Comparison of Traditional Convolutional Connections and Residual Connections

DenseNet(Densely Connected Convolutional Networks) & H 7 1 F & 2.5 fiizs
RP5 R A L], e T RHMERE R AE . AR W nT Rk
N: xp = Hy([x0, X1, 5o DI, [FRORHTIEIELERE MPHESRAE, HONBE
HEIT 1k ReLU U5 3x3 BN E G REL. XM R AE T HoR
FFIERIE R, KSR 50%01500 FiEE] 5 ResNet AH 241142
HEo B TR W], DenseNet [HRFIER WV I A BT B B AR S a A6 4%, bR
WAL A2 -

L l
oL O OL T Ox

o ~ Lox ) Low, e
XM wﬂlxﬁfm%%ﬁﬁ#?ﬁf(ﬁﬁi@%ﬁ E [R] h F Eo T 5 R 2R PR
REZ0(LA)K . NIk, DenseNet 5l NiLIEZE, @i 1x1 R L ek 8 E %L

&G 2}2 B AL S A3 18] TR, SRS HI7E ResNet 1 60%~70%
SEA=
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P 2.5 DenseNet F7Y pg U $E H 1) %5 R IS ML

Figure 2.5 DenseNet Model's Novel Dense Connection Mechanism

2.1.2 MEEES)

FEIRE S 2 B R S RE A, B 2 2] 5 R B 22 ST AR T TR AS R (15
PRI MBS SR ML 7 ST AU A O 2, A TR 3 I i b R 280
TG U ST A NRFAE S H Fr e 22 TR i R 8. 240, B2 IES B
B INGR XA S F R G, DB “ IR0 i e
o FHFEHEE N TR ARG EERE . X2 512 A B b — M AE
RERVERTT %, HoZ O AR B I i AL IEREAS Z TR AR OLE, I/ ME SR
AKS 2 T FRARACLE AT A Rt SR B R E R« AR ZRd e T, B AR 4%
W SRS H 5 BR, WS DUOR B T80 T HRF LR B, JFARE RARSE TSN
WSSk, R RFAE N B4R 23 18] LB iR AR AR I o BAR A SCER — A TAE
PR UM i WO 2 31 B3 R L SR A 4
SimCLR (Simple Contrastive Learning of Representations)

SimCLR /& 1 Google Brain T~ 2019 442 H FIXS Hha 2 07k, B I REARHE LS
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G 2.6 Pl , I fig BT e 20 B 1 5 SR AR BRAE SRR A, IR IE I g A5 A%
W 28 AL SR B AR L B AE 2 W] AR BV XS Eed ok, E N

exp <sim(Tzl-, Zj))

Xi" exp (M)

L(i,j) = —log (2.3)

T
Horbsim(z;, zj) RFEATMBEA IR ARE, TRIREESEL, 2z Mz M ANFEARIRHIE
R o SIMCLR L ik B AL HE A 2 NG SRR A, A [R]— SR An R A 1Y 1Y 5 pi AR e
L, A e A REAS, AT R TR RS B i AT R 2 AL g

¥ i _@r——ﬂ]ﬂ———&&% A ft| o fz‘eﬁ§| ]

i

A e L 4T Ejts- 20 St R
gL
EHEE - e [ OO | R k| Wos ﬁﬁ)%| JH—4 uJ_A_v—J
E BRARIE
TS

K] 2.6 SImCLR St #2 &
Figure 2.6 SimCLR Algorithm Flowchart
MoCo v2 (Momentum Contrast v2)

SimCLR HEZ A A% Lot B 51 0T BE 22 ST BILAR X K B SR AR B AR e, 3K
IEAEAE Y SR ZHCR P M R ST (IR B 4096) DAYERFRAL A
Ho NEIAZME B EARTTAT I, PR FHAFATIN LARS AL A8 I St 5
GPU 70 A Atb A — AL AL BE, T B 22 B BRI R 7™ B 1) 4 1 1% 05 11
TAEE M. 0 NE 2.7 frzr, MoCo HEZRE A @ ## S HFEE  (memory bank)
SEIL 3 SEAE AL B R BV AR A S AEZ AL A A 2 AR A P A5 S R A B —— A7 i
TER ZHOEAG J5 77 AR R AR . SR R, MoCo v2 B1#T A& SimCLR
P A Hf 18 558 SRS 55 O G o AL - 2 G o S A B2 S A% BT, Bl g i A K
MBIt R, —F M sh SR A R G Budt i HIBA S A7 AL
1) 45 ) BB G A 4 ) S IR BERIREE , S SO A AR I S LIS ) — S A, B 22 e A
i ZH4 ImageNet ZePEPHAR EEIRTT 6.2 DN 70 A
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FWAES
A
BRI
KER| BE | &HR "Frrj
Koo
ﬁi it bb =
SRR BiE | &R E[:D—J
Bk — R
W KRR

Bl 2.7 MoCo v2 Hikii 2 K
Figure 2.7 MoCo v2 Algorithm Flowchart
BYOL (Bootstrap Your Own Latent)

JE4E SimCLR ARAGE KA B 4ERF FRE AT, 11 MoCo £ 4138 5l & 4 i
55 ABAEA LI SRR S, AH 3 A LTS 52 BT 0o B2 STR AR R AR 1) 5
KHE . 0N 2.8 fTan, 1 DeepMind $2 Hi it BYOL M 28 M4 2 1 AE X FR XL
TR : TELR M 4% Conline model) I I A5 52 T, SR TRk 2] H AR 4% (target
model) MIBNEARFAE, 1M HFFMNEAUEILO,0rger « MOrarger + (1 — 1) Boniine LI
SR G R ZINEIRFE T R AR ARG, AU IR A AR T — 2
Pt (MSE #51%K: 1| 9(Zontine) — Ztargee | 2 SEHLE M ¥ >], 1E ImageNet-1K -
B R 74.3%LE VAR FE IR IR, R I 25 9 A7 T FERR R 63%. 1X — BB AN I G
T SimCLR HIfLEHUEIES MoCo FIRFERS R FE R R B, Sl sh A H L
MBS T B ST i SR AR IR B B T e, NS SR R RE T R

FUHES
A

- ams | T (e E—] wos | seR -—.|:|:|:D_._.|:|::D
B , Y
1 PR REAT BRI

_g__@—m-— SR H—t Wos ew%| | OO n#k

B
K 2.8 BYOL Hiim 2K

Figure 2.8 BYOL Algorithm Flowchart
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SimSiam (Simple Siamese Representation Learning)

SimSiam AT ML BYOL A4 A fi] 2E S M ——FF £ B 09> S G a5
=k (projection head) [FEA L, I SHOIE = AR ARG i o S BB &
Fblal. W N 2.9 FraR, SimSiam FIRZ O BIHTTE T “BREEENT” (stop-gradient)
Pl MBI R AR AR S 1 H AR 2% B GR AL 25 (R 2
BRI (Brarger « Oontiner Oontine MBargerHe o I3 BN TELL A28 A1 H AR 5% (1) 2

B0, [E B WRR A LRSI 4 o X Fh i E ImageNet-1K _ESZEL 71.3%
LRVEVEA R FE (B8 BYOL U T B 3%) , EI 0675 Bl 2 gm it 25 51 SLRFAEAZ it BA S,
¥ GPU WAF 5 F TR A0 41% . ZHESEHR 7R T B W B 2 o rh 3l & i JR 0 21,
T8 ik 2 E R P AW 5 PR 2 AR g e OO0 B [R], RE4E 7K T SimCLR [ 2844 ] v
M, XTI T MoCo RAINThASAEAk 1 TR, L &3 B 54 1 Ry
TR

Stop gradient

--------------------------------------

[ .IOJ,C)IpQ.I(I]
?

\ Jopoouy /
[ Jome[md]

[ 1010!'[)91(]] I
g

\ Jopoouq /
[ 10109[014]

_______________________________________

Stop gradient
] 2.9 SimSiam 52 FE
Figure 2.9 SimSiam Algorithm Flowchart

22 ETREMEEERZE

B E ARIE IR A5 2 R i N\ B A K SE UM A IR (S, R R 2 SEkS
WlE AR EEIE T RIT . L9 ENEI LSB H#iZ L Kk e g4
THit e (i Fs SED (BT TR e DU BRI 0% . dEsEsk, 5
TR S 2 RS 5 128 S B S R AL 2 ) B R ATE I R A - A 2%
BN SN B A R, M S R G R HUE TE TR B, B U S A
PRARAT SR LR o SR BE 28 B 5 R AR e A SCHR BT L S iR AL -
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ANE TGRS TSI EISERR, A ORI RS E R, RIFRERA
P24 FAR N R AR MG P (AR BB R B D, 78 DR FEA S8 0T 5 1 7] I S I
). KBEFET: HRRS TG S TIRENE, 1A AT SR AE R
PRBN N IR e 20 IE——— 24 R U A Fl Dy i 5 A5 B BN W] 2 5 A EL O A2 2 ) 2
i, RUEBISREI A RS o X — it 7 B L, i iR T
Bt P 5 Tk A R W B T, SRS R B SSIM fa iR R B NV i e Tt
0.1, BE—BIIE T %A

2017 4, Hayes S AT T DAEG I SCA RIS S HESE——HayesGAN, iX
F2 B AN FH i o4 2 S B BRUR RROBUAE 2 TR JEE 2 2] J7 7 o AR I R 315 B 5 3.
REGE — MBI gD, gD s B O A R s B KR 5, Y
B B MG TS L R AL (S R N T B AR PR MR AE AL 1 B s
224, Hayes 58 NIE5IN T BT 2SRRI, OR 75 25 BB R 7 1)
WA . NP RS R, Zhu 2 N3RH T —Fh 448 HiIDDeNUSIR FE EE
B 5 77 AN . MR RS g DGR R b, N TR, AL T S
7 e i e v G P R IE B P  ps h  FR AR S IR AN D o 1277 V2518 T g e 75
M T B2 % R A N S I 2 R R BBV 345 5., SR T T R S B e, IR
JRERRAE JNER SRR AL T BB . N T HE— PR S % R, SteganoGANIOIR
BRI, K B G HOR BRI L R A, FE I 2Rl AR i 2 M2k
B B[R N AL AR 28 ANV A5 N 4% . SteganoGAN F LKA 785 Kodfs i\ 21 % Fih
R SR E G, AR R S A G U TR o Jb 50K 2= B —
ARG B SN BB RS itk R T — P EIARR EHESE CRoSST. %7
7 F i Stable Diffusion! 814 i B J1 1 DDIMUSIiff s P KAE KR, 38 3 e A
BB BB BN B O e UG, T JC R UL SR I B AR MR . RS
I A BOT R B BRI AE B X TR R T T BRI Sk ) e A
TG R . e T ARIR A AR A T R BRI B 1 o 127 VAR
SRS 12 Ak, T AR T A% G0 75 VEAE THI K 0 75 B HE 47 B 1 PR T B 1) R
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2.3 FIHEEX

AR, AR L SRR BUAE 2N 2 N, SR SRVE R X L A5 Y
BEAT RRRA B 0 A PR AR 1S R 02 . N, AR R R G i A R AR TR
H AATE 5 A HAR R U SCA B AT S 5 1K L8 i) O 5] A AR SR DA A 2
F¥E. N, BEFRERE T X PRV N OO T B i aoRIEd [ R A
BAm AN NIRA TS5 (A5, 25 PR AT B AL RRAE B B0k, AT
A RGBT A R A 2 X 48 AT AL B8 20 o LR AR SR B TR pih
L2 28 AE e 47 B R 2R VE G S5 1, B RDRS OB S, REBEAE IR FF N RSN
AT PR FRS, B2 SRR st . HAT, ERA PR A BOT VAR 7
NP RIE: — B RFEARE XX Tt 8 (Sample-specific Adversarial Perturbation) ,
B REARAA K7 A IE S RS 55— IR T RXS Hida) (Sample-
agnostic Adversarial Perturbation) 1 Elill 5 H1415)) (Universal Adversarial Pertur-
bation, UAP) , UAP i@ IIZ— il T v kA B4 R EUR B P08, i Re g
PSFEAS L 5 R o0 A R B R B R AR SR B 7T . B REARE R LIS L,
WX B A B T RS, R A R Az A BRI A X
PISETTEAERT AL BB oAb 7. A kR 0 0 5 S A SE s e, R
VU ES A 73 AT 0 2 ey e S v AR A i A, B L R i T TR A B R AE
FERL PR AP ST R A 0 7 12500 J Al o A ST 26 — AT 70 AR A [ S IR 4 5l J|
It

2.3.1 HEARFIERHH B

VTR, FEAEE SR PUHR BN A 7 V2 A PRI B AL B (R DG B R R,
WHFelikes CNE IR BERIZ D T R 28 2 4 FEAL A0 Ut . 3 P SRR 1% A e
Goodfellow £ NVPHRHY, A AT E YO PIgBR BERF SR IR T IR FE R4 I 2% 72
THI0 B FEHL BN B ME S M, e BURE AR S BEE 7 3R LAl . 7R I EEAE |, Madry
2 NP W AR L TR (PGDD 83 2 kAR AL RIBEHL Y I AL SR B,
Fhem TSGR S, BOVN B e . Kurakin 558 AP H
IEAR RIS BE 457 572: L & Moosavi 28 NI$E 1) DeepFool 5%, 43 W EE I
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o 1 AT AT MR R NSRRI Ff P ¥ R T oF AR A ¥ S FH 320 5« Bl F E IR ERN
SFPLT BT BRI A5, Dong 8 NG| N B &AL R 1E 5t 50 (1)
TN, MM s B SBT3 1 Suya S8 ANBURH T —MIBEHEE ST 7
%, BB AL B A S5, I R RS A A Bl e ke A, Il A
WAEA R WM R — BT T B Uk, FE, Xiao 5 AWHEH
THET RE LA CAn~FE Y EBURIE A I PUREAR A T, SIT R RS
PG AN T B ([RS8 4 T XU A I S MR B a1

5 L[FBT, Shamsabadi 58 ABUNIFEH T ColorFool J7i%, it ik X5 3R
ARSI, TE IR RFI T ARE 1 RIS T A58 F AR (B A5 5%V E /2, Duan 46
ANBHEH T AdvDrop Ji%, @M EARMA TR EIER, R 7R
R 8RR R AR DSk LB B T 306 v R RO A A o A At T e A R
SR AR BTV L B Al R 22 KAk, )RR W3 v S B % e 1Y
ZACRE 155 2 e HAREE, S B AR 1 B A AR L R HE B A B AL LR 4 5 4
RS B R R R .

2.3.2 BRAXIED

i F XS BRI R AR B ) B 53 3, T 4R R H A A\ I 5% R % 1k
THRE I T 45 52 K . I $U0F 78 B Moosavi 25 NBUERH, 1 UGB &AL
AR — Bl ), AR AL A FAAREA, IR T IR B A
PR (8] P B SE M g5 1% o 2T VETE T BRI Ge R, 8 s KA P a X
Iy FRIL T R mFL &, S T X ImageNet FUHE S 1V B i Th it 80%,
NEEERITRBE T EIR L. B, Dong & NI 5l ABIEMLE], ik T
BOIETT I A E N, R m TS Tt B EBCE AR IR THE M 7R
g, 2019 4F, Brown & APBHRH I Adversarial Patch W S8H 1 307 B0k 1 )5
PR, SR 1 BT SEELER AN T AT AT, T BN B UG Sl S k4
f, IRE AR AL . BEN 2020 fEJE, AT T AR BORCR S Rk Y
Pl o Xu S5 NURFT5 22 0 25 A0 32 A2 B, R AL IR 75 e S Dyl FH 4R S),  7E
CIFAR-10 ##54E B2l 1 89% MM b3, Arbs AT iA(E UAP Sk
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PRI .

£ 2022 4F, Kang 55 NPUH 7 BB HGE M]J7 7%, 85 S sy py i
AR N R GETHE I, AT HEHES 1 UAP A il it SRS 4 PR AR 2 45 g i .
TR, UAP [ FUAE BRI« A2 R Rz A5 T IS 1 5 25 R B, Ye
S NIOR Y 1 #h2 i Bl R Q3G B A BORIT RO itah. @Bl &4 NC
)2, FG-UAP Ref A R 58 HEE A R XTHiiial, K B AR BRI R £ 2] —
ANHT 7 1) AT SR T 2R B L s Tz A o IX et AMESE | 22 it UAP (1)
SRR, WA R Bl Sz At ESeBl 7Tk e, R
DRI Y 22 ISR AL 1B I BoR B A2

2.4 FAEHEE

2B B EE T TR ZR 0, BRI BT AR SRR
RO ) 27 S T R o 3K 28 775 3053 0 30 i A e 2 P s g = e OB AR A
CHIUARZE RS VRAETS 5D, I8 AR A AE I SR A v = AR B R BN JE IO 25 2R
AT BEEAR S PR A 28OMI T 3 o IR I S UAE — e R S A AR T Bdla e Rl A
24, (HEGEE TR EEEA S T IREBOV R & . TR, BRRERE 17— Fha
W BEE AR B —— AW 2R . XMV S G BRI EEAN R, MY
RE g S AR R S BBl AR B A ST AT e >, i H e
P R E E (IR LEEE>)) A, Al 22 REASE 3 5 Kb OR3P ORI R I
HAT SIS AR ML 50 B E , B IE AR A BRI 23R (8t 1 43T B it ok
Y

2.4.1 HEEEFESINFTEREX

2021 4F, Huang & APHEH AR 2 A (Unlearnable Examples) MIAES,
I ) YNGR E N e M, AR T2 Ak S AR . L BRIt AR
TENRAE GO HT B 1R — Ak HARY RO RARAAESE . FERah A Bt fE s A
AT S BN EN, (A3 INPLah 5 IR A BE RE e MU R 2R, S REAEAN
o EORFRRRRNE, ABIEREAL RIS A TR R K. BRI S, 4 AR
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Ax S HARZEy, PENAE R CLRES, < e (RIPLEHEpIEHCT HIMEEEA

HOS B fEe, DARUEAR B A PR R e Rkt ) o M i AR A B b ek BT 2%
BH: mingming L(f'(x + 8; 0),y) e f' ()T A e A B e Y, LSS
SRR R, NIBUIX — H AR, Huang 25 AT T A B UAL NS B Sl e i
MBHe, WLHEEHRE TETEHaNs: WG ERs)6, it iR Hi
MZH0. WSE, Lin % ABVRILRIR 772 A o] SRR A K 5 2 B 7
SABUOIETE , (X 5 EAL 17 50 1 2K BE BB A B RT DA AR BV BRaX — R AN
PSRRI 2, TR At — P8 T ULEO-GrayAugs 5% AR PIX — i)
. Jehh, Fang 28 NBTHRH T —Fh B 73 A f1 E B AR BCE R AA 10 BT T V%,

IS A T IE R AN TR, S5 T AR R B RE 7. Liu 558 NBS 3 — D4R
TR R E /MU FE R, X — VR I8 I U G e R LU e LS, 1
SR T AT ZEREA (R, W AR 9 1 R G BB R I 257 T R A% T R HIE

2.4.2 HEXEEFE IR FERHEEX

ST B REARTE W B 5 o o DS B R, (R | B ST i R
PTG —E kK. 2023 4, He S8 NPT LL #7570, WA AR S
I 2 B B 21U FURT S SRk — b B B R (n SimCLR . MoCo
B, BYOL) , #R/5id@id W i MK e 28 A1 A7 58 Btk . B R0,
X B B TR AN R AR AR B R B AR, JF HR S B idas (4
MoCo M BYOL) MY, #HE T A S shEmIDaE A (41 SimCLR) , 3£
I ST R RIS AEV RE 7 o 38 B0 A B 2 A PG AN T 2 A e B 1 S % 21 H A
BB ST . JE2ER TUEPHEZR MR R 1 IA A AT A A AE I 2507 U B
ST NE LR R R, JF5R t 3 T 2R A AT M0 AN T2 R A A A SR, (23
P TR SRR NER M . 5EGTEARH, TUE AMUBEARERE M B2 M H
B S AT ORI R s B AT, RS T A AR S
RV
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25 AMHEXBIES

ARSCIE R A T =M W BHR > KRS, A5 ImageNetl, CIFAR-10
B8IPL % MS COCO®,

ImageNet: {F g5 G s R H 5 0 7 A0 E 2 1 R SR S 2 —,
ImageNet HHEARE R 2= W RN G A, B EH TR0 SR A1H H FroE 8k
o ZEIRAE R AT 1400 J7ik &t N TR AbRE R R, # 7 kRE 1000 4
ANTEIZE I P LS 7 S oA o AN W MR B2 0 VE A AR,
CREE 1= L S5 HER M . ImageNet AR IR AR AL T F = 1)
SRR, T HL Y T BIR 73 2R H A ar il 25 22 THAE 55 HO AR 1R VAl B 1, LS iRz
HES) T TR AR R K R

CIFAR-10: CIFAR-10 72 HNE K& S University of Toronto G & 1
BIMG o HR 4 . iIZ RS54 60,000 Sk EEG, w10 MRFEFZ], &
NFHH 6,000 5K EIR . CIFAR-10 HdlafE R IZREME 50,000 7KK, Mt
AE 10,000 5KEMR . HEEETEGENRR M. §RADCHEM TR T
FUEFEA I 2 FEE, X AE A AR VPAL BB oy R BRI TR RE I, B — 58 PR AR I
CIFAR-10 J iZ F T2 RWIT, 2 BME 2 2 0k b s WL i i e £

MS COCO: MS COCO (Microsoft Common Objects in Context(®) f&—A4>"
Z T HARRII . RS IR E SO B RS SRS . I EUR R A S TR 33
FakEE, Hr 80 IAMMASE IS AR . MS COCO HHEE % 1 80 1
ANFEZE R A, W H R A E T AR S . R E TSGR, MS
COCO 4t T 5 5 R (M3 55 Sk Z I B R SORR, & & T 2 Mt
AT S MW, JCHREAE HARKG I 38 o B ERG#A E EAT 55 b . 2
FEVERN S A AR & O T MG BRARAE 55 T 1) — A B B AR HE R 4R, ARG 7L

Rt T E B,

2.6 FEG

ABEVEGNA LA TR SRR HR 3 8 S AR R R I S Bk AN B A Y 0 22 i 25 R
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MWL, 75 A BT, @I b 3], BT R 8 I 1 A A 1 U UL
A RHRER R, TR THZALRE JJAAESS 1 e . FRAT A 1) LR E SR b 2
)%k, W SimCLR. MoCo v2. BYOL Fl SimSiam, F£X} b 7 & 17ERFE: ]
R AR BR Y . BRIk Z 4h, AREIEE T TIREMS MRS HEA, 58iE T
FERRS AR (1 MR 515 R REBU S V2 I, o H 2 i VR FE A 22 I 2 48 i B 5 47
ARIVEFIE SRR . RFILTE TR HOREA AR SHLH], B4 T s
Pezh S HAERSFARI RIS o 5, 2R T AT REA R & S T I B )
5 H BRSSP AR SEIL, B T A e S 5 A S B R 2 5] UK
s AT G 83 S T 5 T E A T BEE T IR SEIE A
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FZF ETHHBANNTRERERTGE

31 518

B TR B2 R 22 P S8 AE BRI T 2 W AL SSHERE « FLARAE 5 AL B S5 AU )2 N
FOBAE R RRAATE R R 51K T AR FHI R BRI o AT FTIESE, B 35 vl Ae i R
FERRZE 28 IR 0 AT RE T, A HHE 424 H U B RME B AR RG] 18
i RS FEARFAE SR IS B ES - 6 B3 03 ORIBG s #1532 & HE8 S0 ] 1 B S R R T U
FIP SN KPS BB R M s SRS = A B AR A B 28 BRI VE SUNT B 5 SUAS R
U N o BEREORIE AR R A B IR T SRR AN TR GRS, BAMNEA
N EEFAT R I BRI TE o FERETT SN, XTPUREAR AR IZ T K R B AL PR3 45U
— P E BRI . H AR I8 I A R A HE NS TR SN 1 4E S
FR G M PG 2 0 24 5 B RARFAE PRI U RE 77 - 1201, Huang 55 NP0V (4R Hh il
iGN N B LA (14 T 75 R 05 1 A\ VS e B R . 17 Salman &8 AP
BHFUNAR H T @ e B T RGN . A RTEESE T Biia, SRR P EE
SEE R HUSE A AR T, AN 27 LR E 4 ) G G 4

SR HUREAR A R LA R 35 e, (B G2 750 3t 32 B T 75 B
NISTAE BURE E B B SR AR B u X, SECH R AT B HeAz e /)l
5. A, Moosavi 55 NBUFFGIPEHFE 18 F X 47485 (Universal Adversarial Per-
turbations, UAP) , #IZIERMAAER S AT RPIERPLE M E, 7F ImageNet
HyE 5 b SEplT 80% 1T ¥ ML BTl 8, #8717 R BE AR AL A va 2 R AIE ¢ () 1) 3
EMEFINE, ZMACHELL R R TR RENTEM . S8, WA EZRABERES
MBI, FEAE B RENW R, M EEREG TN, F
T 66 525 A PR T o 20030 B2 B PRI o AU 4 SR 9T 2 U T Bl P 5 02 A I (R B R A1
, ot Ye FIBABOHR 1) FG-UAP HEZZ@ i FI A S IR 5, (ERAURHAE Y
A AU, AP FE RS m BT itk W RBAE 4 UAP ()
AL AR AL 70 S o X BeE R AN OLRAL, TR IR BE AR T i 55 PR A B,

26



R AR A

NN R AP SR 22 A AT RE T BT ROR R A

LIbER, IR RS H AR RS T R E 3. Hayes % AV H
R FH AR O B X 28 2R B v T R A R, 45 B R Gk 'S A SEIUE B . b
J&, Zhu 55 NUSUGEH 1 6T 25 R 22 I 2% 1 i 31 (5 2 RROBURIR B 250 2 311X
SO FE M R K, AN SCHR M T — B AR T MR RO 8 2 BLRE AN A T
(Perturbation Embedding based Adversarial Example, PtEm-AE). 1% /7 %181 5] A%
JEM LR SR, EAFEE bR NRE), I BB A s e AR A0
VR e R, ASCEBETE T B AR BN XS AR R B TR AR 2 T A
BAR o AGZ, PRI T B RORFZ AL RE ST

3.2 FFEIEZRMSIITS

3.2.1 {ERLEH

e 3.1 Fros, A7 RN RE 7 =B B
BB IGMBIRA M2

B BER FHPEAN R 28 25 SO TR AR, AT ZRA QA RS 0) H A 0 25 1)
FAESRBGS R . BARTI S, K5 0R MRS TR IR BE L 7 3L RS N R
W4, B I REE S 5 SR A5 B @ RN o N Bl T B A RE S A B e
M, Wit 2 e SRARALAESE . JE T AQBR AR RS AE 25 18] by 0 B Ok ok SR sh
ENFERG BINFEASKT LB Y KRR 2 57 ARG 5 o PSR T4, Rl 456 o0 A1 22
ARSI PR AT A, F i o0 B A SR P AR A R R AR 5 AR R
MU — B AR 0 R BELRE . il iR 2 HARB R AR, TERR IR I A AL
[7] B ST IR U AR 14 e B i 1 5 SR R 1
BB BRI

TE[E 8 SRR N W 2% S Bt el b, AR B B i TR sh S 8047 e A .
CABE LA A6 Ak R 30 ) oA £, SR ARG S8 2R B S K I 2
. LR FHGEAE FF% (Projected Gradient Descent, PGD) J5 iM%
FHELL, I R b T B D BB S A, Al R A A B R ) TR 1R 72

27



bR AR S

(o) E R A

i

JR g E &

B
A SR IR 43 b 2%

B 3.1 2T HRN B PR A A BT 5 0 S AR SR

Figure 3.1 Overview of Adversarial Example Generation Based on Perturbation Embedding

BB UL

ST AP BONll 2R 58 IR IR N 28 5 004 S5 I Eh 2 50, AR Bk it i
Pm IR R AL ARG B IR A B A [ E S BRI ZS, S5 E iR
WA I B 1) B, BT R 5 R PR — — e N B PR A S o

(
|
|
|
|
|
|
1

3.2.2 MILRLATS
MBHRA L .

BN 25 F I B 'S BEACKE 015 B LA T WL 77 U N BB, A Bkt
PUFEA . 2RI FZE A SRR S il E (Conv) FIRFHAEA
(ConvBNSiLU) . ConvBNSiLU H#EFZ (Conv) . fithr#Eft)Z (Batch Normal-
ization, BN) 1 SiLU J0&BEA K, £ ConvBNSIiLU #:Z JE R ConvBlock,
FI T SR B R RHE .
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= __.

SN = 00

i % G A AE XA Al
g%%%?mw&{ - \// l l

! Ve | (s

JE%\ 1 | ConvBlock o Block i i ! ! | ]

:H%%?ﬂI}'ﬂ i RERE \\ %g% ., j%

_________________________________ o0

J 46 PR A JR4e RS A

& 3.2 PtEm-AE B4R S8k it
Figure 3.2 Details of the PtEm-AE Model and Loss Design

Y 5 98 V0 N A PR 4R 380 9K B P PR 911 5 MU0 4 33 A9 D, =
(1), Hh1 e ROPWIBIRELR, Ph € (—1, DRKEALIRIKE, TH
RTE IR (-1, )P SR IEAS S0 A1 HBEHLIT 20 40 B S P LR Bl
Ps MR b 5 5 GRS RS U A g -

o, BT P, 25 ) EAEAT SR B, AR S RS AERT 55, 8
$1P. BFR, Gl EmI MBS IR R B R P SRS ALS,, IR
B sholk ik P PR AR EE, 13505 AREIRIEL ConvBlock HE—354bHE,
BESLS, . SR, BFEf, fo B, FIUGHAT R, JFiEid ConvBlock A HE/34]
SRERHLS . SR, RHIES SRR RIBATRL G, 2000 Wl R 5 SRR R
RS HRR O GO AR Ly o 35— R0 R T R REURE A ERL 3 b 5 SR P2
JUTEA 2SR, NN T IR, AT AT LU TP SR T
AREERER.

N TSR E R FATMAE R FTREA, PEM-AE BB — A H AR 4 1k
IR BB, I FHEH R (R - 2518 SR BRI 5 925 et b T REAF 122 57,
FATBEH T ML (52K B8 MR MR B o AT &, et R SR
G RIR LR AR REAE 2 19 (58 B8, JF 3SR BB S R URE A 46 1 0 2 I 2 57
PEm-AE A U5 EHGHSE, AT T RETTRE At A o SR EL R I 2 4
PEARENEE AR, AR A IR AT 0t H ARG . 8 S
( FITIN R ResNet-50 AR A AL HUI L5

29



R AR A

3.2.3 kgt

PUEm-AE HESLIE % 4 UL SRR 2« AR LA 2K 15 50 A1 22 Sk = T
Wt AL R I 520 B ISP RIT ) TAE R O R A B (7 £
PEIGUR B S A BRI P o 7B S5 — I BB R, S S I S
AR AR )7 USSR B R . 5 B B A i e AR (LAl P
A0 H A 2 53 PSSR AT S DR [ S 50 A R 9 3
B o ACHES A Q5T 257 T T 5 SIS DB UE bt —— (% 507 00 6 B L 1
BT BRI, TR A S BRI R R AR A HAS B O UEH 2 URE A el
SR RN, EIVE B3 LA RN o PR e v BRI 1 L G55 Dy v skl
T il T 5 T i e i 9 O R R
LB B P 2k
R Ly 5 50 PR T AL BE— Bk, 38 0 DR PR R B 5 B 52
SRIEF AR B T LR R ML o %R I 2 T A (R 5 R
ARIVGEAIERS, T 17 2 MO R BN, JOHOE R
Ly = ———Ill = Ioq I (3.1)
A5 2 BB I I A R DR L AR i NI, S5 M A E LB J2 T 122
ME2 5%, A RR B OREAR O UL B v W (7 (R BRI o8 20 1 R e 4
o T 35 SR D LB S 85 P24 1 5 14
PUE ANk TS
N T BT B HUREA B AR, AR T MR Ly, MBEA
P RUSCHR A0 2 T 4 BT AL o 235 2 B A TR LR A Hed 2 A
I3 2 TR
o REAOHHARZKR: A BT T o E T (2 SR,
LA PR B L R UREAS 2 1] A BE AR 1 4 P (R 5
ARAERE S A OB RS o BT, % TS B ER A A H % 3
AR R Hog» AT SLIALAREERES = H - Hog"» Fhrhs, 2
TR BB MG 5 58 AR A BB o REAS HA 3 58 S5,
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SR KA AL HRE R X iy 2 2 AR AR, TG K iR 46 B 5 0 BERE A 2 a] Y
FAEFE RS . HARAE ON:
= =5 2 o0 (i) 02
o DMERBR: NEEEDAARAEE, BATB T oM ZR K. %R
R H IR BB S X TUREA S B R IE R ABLEEAE RS, Rl 7 — ok %
WO I3 R, ] KL AUEEA B XIS o A 2 [A) R 22 57, (e A
RS2 SRS BOSRFEAR AT P a . AR, BATTTH R a6 R AE
(AR LEERERES = H - HT RIS HUREARFAE A AN HE P Sog = Haq * Haa' s
AR 1S BIBER I3 AT PRI Py o 73 A1 22 57 450 R ML KL AR JEE B i A4
I Z AR PR
Lap, = KL(P,Pyy) (3.3)
A BN AR KL AN B AR B S A = T (R PR ) o Bl 45 0%
PR B ORI 2B RS X AR A B L 2 B SR O MO R, SCREIE NANRIAR Y, i 4z
FETEXTRE

3.2.4 HERHE

PtEm-AE HINZRiE R 7 N8, o0 a2 s A e Fif i e, BAk
FIZRal T an N 3R 3.1, 3.2 i
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* 3.1 PshiR AR 28 Il Zhid 72
Table 3.1 Training Process of the Perturbation Embedding Network

BN MBI AMEINGEARLE D, REEAF, WIKHE L, BAZESTRIR
T, #3%y,
B PRBNHR AP 2% (encoder)

1:

2
3
4:
5
6
7

8:

10:
11:
12:
13:

for n=11in T do:

1€D, MIER AT BENRFEKE N L KRB 5K &P,

1,4 = encoder(l, Py,) I EDUETN =N

H,Haq =F(),F(laq)  #3R1525 H HURAIE

S= H-Hy" #H B SR PR MUR TR A [ B AR DA
Sqy=H-HT , Sgg= Huyg Huyq" #U S LS EARBLE AR R
P,P,; = Normalized(Ss, Sqq) #HTAHALLRE T+ 5E0F BEFR 73 AT

1

Ly = Sraw M = laall3 #U AL R R

Laos = =3 SN log (o) s SEREASHS Hodit sk

T exp(Sij)

Laps = KL(P, Pyq) HUT B A 22 AR
Liotar = aLig + BLap1 + @Lap: #HIE B
Yy=v-— nyvyl’total HRL T SR

end

* 3.2 Pushiifeid iz
Table 3.2 Perturbation Optimization Process

Mo AN IACEERESE D, AEMA F, SR AFER encoder, MK
FEL, PLEhibseiR T, “221%np, HENWILELHIIEIP
fath: @ MPshp

1
2
3
4:
5
6
7

forn=1in T do

IED

I,q = encoder(l,P) HIRTF LA

Lap = Lapt(F(), F(1aa))) + Lap2(F(), F(Iaa))) #HHHE S HLECEARK
P =P — npVpLyp LB S HE B

P = Clip_,,(P) #IR P3G
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3.3 SKlsrth

3.3.1 SLINEE

BAESE: A ImageNet. CIFAR-10 fil MS COCO il F#ET T SZIR LRI .
o XI7T ImageNet HHfatE, MHBEALILESEE T 12 DA (ImageNet-12) , A7
29 38k KL, T INZIRBN RN M 2% K 3 .
o XFT CIFAR-10 #¥E4E, HIH AN 2R BURHEAT PLah FIH B0 RN X 2% 114
s
o XIT MSCOCO ##58 M BENLH I 1 F1 ImageNet-12 [7]55 52 1 ElE H
TURUE AR 5 77 5 B S A
BRSPS A & IRV RE, 13 T 2P E IR X 2% 25 MV AREEAS AL 3R 4T
SEG, f14% ResNet-50(RN50). ResNet-101(RN101). VGG-16. VGG-19. DenseNet-
121(DN121)#1 DenseNet-161(DN161).
SH RN BRI ZREE U 200 56, PRBIIIUIZREE U 100 56, 58
3V G 5T PyTorch I % 2JHESE, FF7F NVIDIA RTX 3090 GPU 1H5HIF I R 5
Jil o

3.3.2 BHMHIRIE

% 3.3 PEEm-AE [ 21k
Table 3.3 Effectiveness of PtEm-AE
= CIFAR-10 ImageNet-12

WaRiS

RN50 VGG16 DNI121 RN50 VGGI16 DN121

Random 14.03 15.62 13.85 11.53 12.97 10.76

UAP 82.6 82.52 77.97 83.51 82.13 80.55

FG-UAP 86.74 95.17 84.81 88.24 93.53 87.83

PtEm-AE 87.75 94.89 86.14 88.93 95.62 89.15

ARFER A BB SO B PUREAR A BT RSV . A SR R %
W25 BA 0 H AR 2840 5 280 10 58 A FIBLRR » AT AR BCE A 53 48 m) 4 56
PR NEABGIHRE /1, AT RKHIRFHIIZE (Fooling Rate, FR) E %
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OFERFR, FoE SO HUREAS S TR B B A L] o S0 Hidis Bom (R 3.3)
AR SCAE TR 2 IR rh (R L 354 T UAP. FG-UAP 52 iETT5 . AR
=, fE CIFAR-10 ¥#i4: |, ResNet-50. VGG-16 K DenseNet-121 1% (f] FR {4
Iy RIEE] 87.75% 94.89%FN 86.14%; {E ImageNet-12 ¥4li4E b, X FaHr$ETH
% 88.93%. 95.62%M 89.15%. FIRFH], KREITIEAEZ MM IR 2%
M, HAHECIUAT X BUREAR A 7V, Re s B AT 2 SR B B A, ST 2t 1k i
BeAh, SERRIERNT, 1 EME s AL P T AN AR B, A E Ty
PoEid AR RUR BT, SRS T WA, #E P T A & B
s NI R A .

3.3.3 TSt

(1) BHEELEB IS
MRS U AR T o) ) H AR I AR AS A S 8UE R, R it
AN AT HEN 5 Moy o FEIX P 50T, B 7 B gAY f e N i
HEWTHAT RHE, AT B THA R B 5l o 1 IR UEA B 7 VAR B & Bt N
AR, BAEZ AR LT 75258, VPG T ARIEM B sIh %, R Ad
AR R M e 7 W3R 3.4 B, AR EE AT R4 7 T
T UAP Fl FG-UAP. LA ResNet-50 A A, A FJ7157E ResNet-101. VGG-
16 VGG-19. DenseNet-121 1 DenseNet-161 _ {5 %I N 50.92%, =
T FG-UAP 1] 48.75%H1 UAP ] 42.65%. X —455REKH, A= J5kAmRixtt
PENTE RGBT 5 T BA B IE R RISt 68 ) o 2560 BUAS R RS R Fr) 5
, AFINEAESANER ERIERBCRIIN T UAP A1 FG-UAP, #t—DRAE [
FAE RS TGE NI . AR F TR BRI A a5 T AV I A T BB R
BRI, X RS R T RS 2 TR LA R, SO E T B A AT R T 7 R R
—IRAC BTGB T HUREASLE BRI N I Mo B 77, AT HRAS 1 A0 1) S
ZhR,
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R34 EHALERRVEXT
Table 3.4 Comparison of Cross-Model Transferability

it Jiik RN50 RNI101 VGGI6 VGGI9 DNI21 DNI61 “Fiy
UAP 83.51 5254 4224 41.22 39.1 3816 42.65
RN50  FG-UAP 8824 542 56.11 5391  40.67 38.84 48.74
PtEm-AE 8893  58.1 50.88 54.3 4838 4595 50.92
UAP 52779 7858  38.17 3739 3511  33.76  39.44
RN10l  FG-UAP  53.81 86.17 5217 5349 4472 4135 49.10
PtEm-AE  60.19 8757 5831 57.6 4716 4521 53.69
UAP 3423 3256 82.13 86.9 29.56 2626 41.90
VGG16 FG-UAP  39.16 374 96.53 8473 3587  32.74 45098
PtEm-AE  46.77 39.52  95.62 87.15 3897 3476 49.43
UAP 40.03 3338  87.56 84.36 356 31.77 45.66
VGG19 FG-UAP 4436 31.88  85.81 9471 3585 319 4596
PtEm-AE  45.82 3639  85.14 96.07  37.89 3312 47.67
UAP 4639 4334 5637 5423  80.55 4942 4995
DNI21 FG-UAP  44.13 4491  57.87 59.82  87.83  59.67 53.28
PtEm-AE 451  47.46  60.17 6129  89.15 7396 57.59
UAP 429 3901  60.07 60.54 7497  79.46 5549
DN161 FG-UAP 416 3776  51.97 5099  72.11 8395 50.88
PtEm-AE  45.76  46.77  57.87 60.81 7587 8296 57.41

(2) BSEEERE R L IIAG:

NBSUEA SCAE B BRI 5 N IR M 3l aE , A TR VGG-16.ResNet50
J DenseNet121 = 2 5 MR FE R R 1) S #2 0o SEBRAE 4R . S256R A MS COCO
YERSTHREAR I ZR5E, ImageNet-12 14 BERIREE, RETPAEXT P sl B

ZALRET T Nt TR SR T RO A B, B BEALR AR S ImageNet-12 S5 81
MS COCO TEA X PN IZREE, FHFAIH ImageNet-12 1F M4, HAEA

[FlHE 4 EUIZR I XS PLIRB RE R R, DME SR 3.3 [FIEE 7041 (1 S 25
RAATHBER . W3R 3.5 Pron, EGEEHRPtal (UAP) Tk 2L B2 1
K A% URRF I, S AE SR B I % (65.65%) BRIVREE 5t T i

EIA R T 18.7% M 2N, FG-UAP i i /i $E A5 B RF AR 45 7 [m) ¥ Xt B 80,
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RS IR 22 R AN [F) Bt 3R] BAT e Ae e 1, DA TR A5 BE AR RE RS L RE . 1A 3L
PR AN PR R BT, R R R TR PUREA A . (B OGENE,
FG-UAP 57 53 B0 FRL AL o [ 2 FRUR R R AL R AR REAT PLah itk X Ah AL 45
AEZ [RZ A VE R BT BES:, AT UAP SRalifomioR o 7 Rk i ie =X, fe
i 50 A 200 BB 73 A1 22 ST R N2 AT, AT £ i85 0t 37 55 b e I B
SRR E B

R 35 EHIREEHIE
Table 3.5 Comparison of Cross-Dataset Transferability

WiRrA RN50 RNI101 VGG16 VGGI9 DNI21 DNI161 4
UAP 69.45 60.42 76.05 77.82 59.51 50.66 65.652

FG-UAP  79.24 75.7 83.41 88.93 67.38 64.07 76.422
PtEm-AE  84.13 80.85 81.94 84.73 72.35 71.95 79.325

3.3.4 SRt

N T AP ERA T A RN, FA T3 — DB 5 T RGO ALE AR B
ML T IR, RIS UEFRA TR TR 2 15 RES R 2 LB T B, A
EELIE T IS PUBI NS . S P B B iR A Pl 25 . 2T AL B
FRY 57740 17 V5 388 A AR A AL 2 AT REAT R R AR P, X IV BR DL B AR
PATILEFE 7 U2 SR FRAL BRI A8 )5 26 AT S 56, A4 JPEG R4 (st 11X
BN TS WEGR R (Pixel) « BRI 5x5 B ol AR A EUE T Ak
H (None) HJJFIREUGIE AN LS . thah, JATIER T 2 d S Tl 2Ry 48
Jii%, IR T Advine-v3 FEBPIFEATRILE SIS . IR R 3.6 Fiow, FRATHI T IAAE
T of 2 AL 2 ) 05 IS R T R R ) B e, ST AR R R A D T, FRATIE
FRIIAHREAR LA Z RN o A JPEG g nt A 1By o #2748 1 — e 0
HIER, (2S5 AR A EM L, BATR I B R — 2 L . FEXHTIIZRE
N, AR R R Y B2 T, BERZ) 30%. AR, ([HAEENE,
JE SN ZRAE R LG BT BERS A BB e xS PUREAS, JAT BT VEAE I A 18 T AT
SRR B R I B B o £5 EPTIR, RVE TGS AN [R] (X B A LA, FATT
T3 SR I B & B, FREAN AR AR R IR 200 T HAR LA X LBty
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K 3.6 XAN[EFRAL B K Bl O ZR B It x Bl

Table 3.6 Comparison of Robustness under Different Preprocessing and Adversarial Training

Y ik None  JPEG Pixel  m#i  Advinc-v3 -1
UAP 8351 37.84 5736  42.39 27.52 41.278
RN50  FG-UAP 8824  40.29 59.57 4435 31.7 43.978
PtEm-AE  88.93  44.53 59.12 4711 34.18 46.235
UAP 8213 473 80.12  52.41 24.95 51.195
VGG16 FG-UAP 96.53  66.14 8591  63.98 30.96 61.748
PtEm-AE  95.62  72.82 87.13  65.73 32.4 64.52
UAP 8055  50.72 63.71  48.74 28.57 47.935
DNI21  FG-UAP 87.83  54.16 61.97  50.06 30.04 49.058
PtEm-AE  89.15  56.78 66.17  50.81 31.97 51.433

3.3.5 iRk

* 3.7 ML E TR
Table 3.7 Visual Quality Evaluation

J7i: SSIM PSNR LPIPS
UAP 0.784 28.31 0.244
FG-UAP 0.851 30.49 0.213
PtEm-AE 0.882 31.75 0.197

A KA SSIM. PSNR Hl LPIPS fRFR VPl HAE A AL i & . A= AT
bR R B2 D0 2% (5 5 BRSSO URE AR IR NAE 1, A0 TAE S sh & ik,
IS RN W25 58 BN F AR RN, B PR BURE AR 5 i 46 MG A A 3 B 2
TR R FE — 3 N 3R 3.7 o, A B TAAEAL it & BT UAP HI FG-UAP.
FARITT &, AZ 7909 SSIM. PSNR A1 LPIPS 7354 0.882. 31.75 A1 0.197, 3
T FG-UAP (0.851. 30.49. 0.213) 1 UAP (0.784. 28.31. 0.244) . Hr,
SSIM (&5 HAHAUE SR bR ) T S X Hibe A 5 S5 ik BHR W 45 AHALLRE , PSNR (U4
EAEMEE) REGEM R, LPIPS AT EUGAHMURE ) T i 5 P9 45 LAl
PR AR ALAE o SEBR 45 R WY, AR J7 1R AR B TR A FEAL o ot & B AT
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3.3.6 jHEASCI
(1) PMBIKERIFNT

NT B B Bl ORI 520, A & AE ImageNet12 4l £€ b xt
ResNet-50 BALHEAT T A RPN LRI B . i~ 3.3 fos, shkES
Bt R 2R F IEAG, EEEBREZMMICKR. HRERRZ, KK
K FHIRBE P48 B8 5 T iR iR N SR g BB, 54 4E 0 Bk & sl 7 A T,
XA G BRI E R R KRR Y] BUE s B EA IR
B, EHRBEGRIREAL, FEZRTEEFOARAENEEEAR, ik
AR A PR FETA T, M AR B M8 A P8l B DR By e bh %
IR 92%UL L, A FHEGAMHEREE 0.76 LT, EBINEEEL
HRE I RS o PRI, AT T 64 MENBRRIARIINEIREE, POV — KL
I RCR A E R Z AT T RIFHPlT . REA B mBGl h, [FR R fr
BOm AL i, 8 T I B ROR AN R K B S PR A Y ) L A S B
R AR, EFEEE PN B2 FR T X U A B P RE R

—_
> =
2]
= 2

FR (%)

SSIM

; " % Y P 5

L

Bl 3.3 PLah KB Bt OR 5 WL R R
Figure 3.3 Impact of Perturbation Length on Attack Effectiveness and Visual Quality

(2) XFr BBy A E

DNIGAUE M B HESR A Rtk s ASBIE 0Tt 1% U S 36 7 sl sh e A ML il
RIS PSR AR T, 2 A E PSSl N W28 R A BE LIS A e
MPEA (Quasi-AE, XM 3.4 g te) S5 MBIt fdiah 4 &
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FIXTHREA (AE, XTRE] 3.4 thiff) MXhteae. Wk 3.4 fox, REMNEH
B BRI BB R, A5 B8 S — 52 1 B ROR GRS BT % 83
A KRFAE — I B gd fE R C 25N T AR BBk, 0
T ARSI L5 1) s B8 7 o A8 200 55 B BOBR BE AR AL FO SR S BT 2B Rt Ak
Wik R B FH -T2 87 iy, RUIMRALE PR3 Re TEAT RO SRR AL [ 1,
i 7 T L G g ki

95 100

Quasi- -AE Adversarial
Clean
o 80
< . 60
s =
z 75 <
B &
204
cifarlo mageNet12 0 AN-50 AN-101 VGG-16 VGG-19 DN-121
Kl 3.4 $BhIAH) L2 K] 3.5 ARERRIALE SRR 200
Figure 3.4 Necessity of Perturbation Figure 3.5 Impact of Different Surrogate
Optimization Model

(3) ARERBLELEFE K

PR R 2544 %6 PLEm-AE 52N, FRATI7E CIFAR-10 £dR &£ H &
Bk e NP R 2 B R A5 i 0 b SESS . 18X ResNet-50(RN-50). ResNet-
101(RN-101). VGG-16. VGG-19 }% DenseNet121(DN-121)= K F i &A1 Syl
WX R, Kl 3.5 5o PtEm-AE fEAFA B RFFRS @ B ACR . SEa 45 R G
i T AZJTVE MBI ek, Hirh ResNet-50 B IIZRAE S E S R4S
P, WS ONERIMREIRIARY . JEESeae R, A RIBAILE [0 A R4
B8 22 S R0 B R VPG P A B3 TR
(4) ZTUHLH K H1EH

NIGUE A 5 BT O T e A R0, AT — AT T AR BB T
THRAbSZLG . BAKTT S, 78 CIFAR-10 F1 ImageNet-12 $4a4E I, 4 %F ResNet-50 15
T, oI A A3 AR 2 Rk (AD2) | (U FTREASKT AR (ADD) DA
L a5 (OUR) MBI 2R . 1 NI 3.6 i, AUE FREAXS b
KBRS SEEL— i I R, (BRI IR 17 (S A FH 437 2 S Ok (A 34
HRCRWTE R, TovE S BRIl 3. SRTR, P Rh i e 45 & 46 F I

39



bR AR S

Wl R 2 52Tt R WIREA 2 1 AN dhs o0 A 2 1 B30 R AT AN, REfS SEAT
RO S I PERE o IX — S5 RIS IR AIE 1A TR RO TR T A B
A

90

Cifar-10
ImageNet-12

80

70

60

FR(%)

50 A

40 -

30 T T T
AD2 AD1 our

&1 3.6 PIAIORTHTB T 43 2% ARG B ROR 52
Figure 3.6 Impact of Two Adversarial Attack Losses on Attack Effectiveness

3.3.7 SHRHERBRTEh

K 3.7 XPUREA K Eh

Figure 3.7 Adversarial examples and their noise

W 3.7 Bis, AFEE AL i R T PEm-AE ARSI BT R . TR
SERAIPEN RN 2%, BATIEIL 5 AR RGBS, Aot HUrEA Ja it B GAR s 2
R . SCIRRY], BICRATE ISR, (HILEN RN W2 KI5 A B R SRy
fik, B IE R PEGE R UL DR IR AT o X ARBN AR AN 8 A5 7 73047 5 S R B 1 &2
Bl ARSI . TR P X 28 B S SR SR R B B G N R T, (A fidiish 5 IR &
G RRALTE — 0, AT GE [ e BRI U S, PEm-AE RISRBIEEORER 1S FEAS Y
WA RE S, XARE T AR FUREA IO GE B . TR0 AR B DR X TUREAS R B
RO RIAERE,  SCREARE B I e ML ROAS I, D9 SRRt BRI 1 S B Ot
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3.4 FENGE

AT AT I RN XS PUREAE AEZE PLEm-AE, 810 B it ALl
fi R 4 T (943 SR BETHORAE DL BN B iRy RN o 28— B BOR SRSl N R 45 -5 Fi)11 2k
AREAER P FIEAL, S5 S SE FRRE 41 2R 5 X0 FLBCE A0 R 2 BT A6 X TR A
B PrBolE I PO N IR S, BRI R 2 s R R
i 0 A BRUAURE , SEIUN FUREA AL R A . EAh, ASCRE P DU A Bt 3%
REAEG G RASIAESRHE, R0 B RSB TRk Itk 5 Bk At i o [ 3R T«
SIS K], AT ITIEAE 2N EBER R AR EIPA BRI, BN J5 R
ATl et 2 LB T RFR Tt SINE R GIREAR L SER I 7 —Fos i B
HATT 2 I N A5t
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BT ETHHIMANTAFERERGZE

41 5|5

AR, MBS R K RHERAERE ), AR A) . H bkl 54
DA TS 2 U R I RBHVE I o SR, XA 43R A8 vy R ANV A8 T R 2R B
i, SECHIMN A REAT 9 H T, 5] R B AR AR 5 ) 3 ot B
AR5 AL 22 2 O™ IR PR . RN IX — R EE, 2R AR T A PR )
BB, T PEARFAUE R B ZRad B SEIEHE O/ . Fowl [B1BAPOITTG1 11
6 22 ) v 2 Tk 2 S SR RO B Sl N SRS SRABIA 7 AR P RE R I . B
Huang % ABSHRH T “AA[22F£ A (Unlearnable Examples) i AM L i1 AR
ANFTESE G ARINE, A RANER B 7 SRR R A SR ARE ), 45 72 T4k
& FITERE W IR (SRR, IR BRI B ) B BT T B AR A
U i —— AR V2 i A B 3 P I R b 2y 2] BV X B2 0 G B s R AT T 2R 0 3R L
ARERAE. L, He 85 NPTUGEANTT 27 SIREAY™ JE 0 EE 2% 2] A0, $2 i xof U
P45 (CP) J7ik A5 B B - 21 R B98E . 5L, Ren 58 ADPCHR
H AT AR 22 I FEA (TUED il IR BEF2 40 20 0 ARt A th P A2y
P B S B AERE A . R TR I — @ W s, ABAT) T i U R -
Ho—, PP Rme i R BRI T S04 Bobe A st AR o Sy el R, =, FER
ARBE Jo B S 3 I ™ B A ) P SE R N FH M« 9 R ABIX LS, AT B Itk 1
- (Perturbation Embedding based Unlearnable Example, PtEm-UE) , [X 5l T4%
GEZEEMSTEN, BATMEZL E TN IR 2, Rk fE B3
BN TR EIR o 272K P BURAHE SR —— 28 — B Be i 52 I 908)
AL, B ORESN T EE BN B [RGB AR 26 BB &
BEATHRENRAL, FREESRAL AT 2 ST R o 280 58 BN SRiFURE AL B 1) AN AT 2 AR
BEREAT RARAR AR AR Y (N 2R Y, SCREAE N IR 5 B 25 T DR A0 1R AR 5 Jot

=l

Ho
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4.2 FRIERSSIET

4.2.1 EZLE

FEA TR, JATRBEA PLEm-UE #ESR BT S TAERE . B 4.1 WP EIR 7iX
—HERL I SN B, RSB —I B, W KRB N W 2% MR AL 2 [ f
ZBA . ST B IIRZ DA S5 VISR LB AN P 45, (L RR K 48 RO A B
JFaRE G BRI S, X BB, Al AN 1 H bro 2 ST )i B Lt
RN BN EEE R, ISR B ARG, I O AR BRI DR A L AR
AP FREREITR IR, TEMBT B, BT HEh A S AL L, BENLEE
BN FAMEFE ARG o oAb, IR B SIS B ZR H AR, SEal i A
TR B0R FARELBIAY, (f FOR = SR FE X S8 b, DA ATy 2
FEAR AT 21

P TR B Wi 4.1(0) s, W B AR A 2 (A1 (R A8 B Ak
TEIX—B B, 55— B S B HREH N I 48 4 [ 52, T s A< & Uk N AR Ak
2, H IR ORI AR T R AT 2 5 . BRI, AW B H A2 R E— A
eSS0 LU 2% 2] 4 AN SR R i K e /MU IR B, AT 38 5 AR AN P 22 R A
AT 22 . 28 B B AR AL IS FEfE 45 T PGD (Projected Gradient Descent) &
8, IERAA IS, BT X — A R IR B R A R T
PRI SR, (64542 ORI AN W] 2R A b RN B BB ZE R AE 2% ) v i 2 3 IR
FEARIIRAE, B IR B & RS I TT 220, A R AR 1 2 ST A

FEIX AN BU AL SE B » RN T ARAG BN 1 S 46 UG i A e A8 AN v 2
FEAR o X BEANT] R AR B 5 ] AR ARV E B W B3 i il o B i B3 T DA X
AR VR INER, BRI 5 MR RIM IE W REAR G, R X
bl 2 ) BAE G i W B 2 21 D7 IR S Y AT I
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ERREA R

B 4.1 H T IR B AT A REA AR OV K A HEZE

Figure 4.1 Overview of Unlearnable Example Generation Based on Perturbation Embedding

4.2.2 MIEYETS

i 4.2 iR, PEm-UE HEZLEL S AR I 45 15 AR BASAY i X% Bk,
H 58 = SRR PR AR A BAHESE PEm-AE {12 F IR T B R S MmAER %=
St: H %%, PEm-AE K H I 2 A QAT A AR FDIAR 2R 5 280 i B )8 B 090 40 M 1
S, I ORI HE B I R BH W RS BARHG 17 PtEm-UE WA KRBT
REER S5 RA ML FZ BRI, 385 2025 AR B S RO R
UIGHIA R SRR, DRI AR BN SR AR TOVE R TR I 25 ok, =
HUERREBE T EFELRR DR PEM-AE 8 i 55 A 72 5 4515 38 Kt
FEAR 5 506 EUR 1 42 )R 40 A — B AR T2 AL PE: PLEm-UE JUR FH FE A 200
bt 2R i KA H BT ) AR A 2% 18] 4775 G P, 368 3o 50 b 27 =0 S R 2R Sy A )
MAEELSE Lo T3, RBIAEBMLEIZ R : PEm-AE 41X [E 2 A SR F S I
diR, KRN EHMEFEAKTE: M PEm-UE F BT RINZAEE T
FIRHIE S S R, MOV RS IR, B Pa) 5 BB 2S5 ik
R AT . —H 2R AR TAES E AR fiE A Haatiil, 5
HNNBMAL. BJE, BAEERZER: PEM-AE 764 i Bt shxt %
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0y i B A& B0 1 PEm-UE FISBhIRA 58 A Th I R EEA T 250, A
RO AR LSS SRR B B AIE, E TS RSz, X E
BT S H VTR AR A AR X . iR 2 S BRI B AR AR S S5t
ZVERIRLEE =AU B S8 T I RER I . HARM % 40754 T -

MBANRA ML : PN RN 2% 11 5T 3 LARS 5 10 7 Ui\ 21 [k BB o
BB =R R RSB ConvBlock. 4% 83 & /i A5 H Fuse.
@& Conv.e H A RRAEH2 AU HL ConvBlock 58t 1 £ A~ 5 AiF $2 B 2
(ConvBNSILU) HEZE ML, FEMFIERIZEES T ERE (Conv)  #HtIH—1L
J= (Batch Normalization, BN) | SiLU BUG K=, 2 A K RFESR TG . Fuse
AR I A TE YT R ML) 3 A A N R ] A [ e 1 A R
SR A R P AR OO B E SR U N R IE I 4 R B B, 43 il 4
T B E N KA. 2R, I A 1x1 B ZE XA g5 R T @ IE L R 48 5
W, HALEH ReLU WUl B GI NAEL M. 55, F /N1 (¥ AR
A BB VE B R L Rl Sigmoid 0 BRECK T —1k o 0 B 1 2 1AL
B o B I PR A R AR N RFAE B AT A, AT 54, B 3 S (Y RFAE

X L, gl sk R BRI € ROMW RIBEHLILEhPL, (EABEHUE K
LK ED MRS JFIRERIE el ConvBlock ALHE, AERi—A 64 4Eff
[AVRHER N . BENLILBI P, W EHIFNY R, DAVCEL P RHIE 424, AR5 5 ik
Peo B 5 R A AR 2 I R 3R EE ConvBlock IR 5 Fuse BbR (133 & /18
58 J 5 R 1) BRI ARFALE R A Bl AR AE P 2 R 5 9 22 5 A [ 1 Kb B A5 3 de 25 (1 i
FHIER N, 5 G AR EIG AL E I 21 AR A B B R 2 IR T B A 7] 2%
FEA . BRI T E 4.2,

Y N\

i S LL 2 ST
1
ﬂ : ,
! e
onv i xﬂi'}hﬁm ARFALR FREHMEK
1
1
1
) :

Kl 4.2 PtEm-UE #ERI4H7 55 4 2K Be it
Figure 4.2 Details of the PtEm-UE Model and Loss Design

45



R AR A

ARFEMIRY: PEm-UE VR E 4 5 B AR HE 3D 1N 504 R 2 RS 2
FEAR, HOROOTE T R Y SR R S P B T 22 W FL S : oy T R4
R Heh ELAGE PR AR T 2R AR U SR R T O AT . 580 TR 46 P e
R, MTTSCIUEAR . NS BIREN 5 UM I Eh A e, JRATRA £
LI 4R1 ResNet-18 1 BRI MIFTEEA, 5130 25 A AL SR 10\ P24 15 £ B 4
RO ECIC N 5 5 . TRA15 B R AL R BRI B N 2%, (7 30 N
45 ST HE N PR PR B (R A T3] 7. FVRERO ZE R B PR A
Feh, AT A A4 T30 8 DR AL AR E AR R BRI DA 4R SR O3

423 MK E

PtEm-UE HEZLE S = 45U R U] SEIAN AT 2 B AR AR AL, S ot B
MR o X oy STAUR MRS R A %, =38 B [ F P A AN AT 22 A
IR S5 AN AT 22 RUR o TEPRBIR N R Z8 (AR A R, = T e 3 ) e 42 X 2%
S MR LIS AT 5850 77 BN SR R . FESRSh AR i b, BCRH G
PIITAR R I A A I 5N S B2 ATz, 78 58 AN ] 2 P R R ) R R o
R, AT BRI E R T RS IR A F T G AR B SR HE
T, AT DA 25 2R U E 9 e 5 A RO I —— AN AT S AR R D A A Y
AR, BIUEBIRZN R NS BT ROR o XM m SR UEHLEEE I 115 SR S+
S HIEA LI, SEIL T BRME 5 AN T 2 ORI BN A A

L5 R PR 2K - ﬁ1%ﬁﬁiﬁiﬂﬁ$ﬂ$ﬁ—2klug§@ﬁ“1%15‘Jlﬁl‘§%u—§&‘T$
RERE TR ERLIRRELL, . W@ T TR ZE 2 VS, %k
T 7€ SN

L= xw ! — Iyell3 (4.1)

HrC. H. Wl s EBOmE . 5 BEAISE FEAE S o % 2 o ik B2 S AR AL

AN L, AR 3 2 ) i MU JE G BUR 5 AN AT 2 REA I R IR RS, A 2497 1k
DRI B 9 LR M S B FH (0 T S, A PR RN AR 30 PR RF v P B

XF E 2 SRR FA 1A AN ) 2R A T LB RHAE 4 3 Dl R B

A R SURHIE, 9 T Ik X — Eaw, FRAE AR BRI AN W] 22 R AU I SR AR AR
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R, FEARIEAS R ARG L 2 2] Sk St Lk, A S/ IMAZAR 2R (¥ 5 Tl Ak
LR AR ORAN T A AREA A R . ARF R 7 DURR 27 21 5% (SimCLR,
MoCo, BYOL, SimSiam) X} bk, Gi—HiZRRxNy:
Ley(Iyg) = CL(F(Iyg)) (4.2)

Hrpr CLARAA RN b2 2 50k, FRORAEIARAY, X AR B FER B SE A
A SRR R 5 b2 SR 5

FREBIR: AT T RARI R R ERHUL, BEFIANEBER
DAL 2 T8 P A 4548, HAZ O B2 N B Dy 5 R IR R BE Dy 35 FRIHE Ko
St F 48 8 AN EREAR Ly S EBIAREEY 8 SRFAE 23 8] P 28 iR RE A [ 2ty

1 ; i 1) S At + 2. pope > 4 = S| A s L Ly AN N
Cﬁﬁf&lﬁ,¢%ﬁ%ﬁﬂﬁﬁ$%%ﬁﬁg,Mﬁ%ﬁﬁi%ﬁoﬁw

. ) . 2“
B BUE R FIRBE A S KR LT R DS, = — Tl || AP — | s

2
vy Ny N = e ’, i,j 2 =
T 33 5 S R B S BACRRAE T X AMED ). = le — |« S H eI
PR
@ 0]
D; + D;
Lcluster(IUE: Y) = Z e ()] — (4-3)

i#j inter
BT M G [F) AR AE B AU 5 B KA R S O T R R S LA, B AR
FESVE SRS N B JFU AR RFAE ) A, I SRS B 7 T 1 T R AL SR B g
Y [) S DR AR5 o) B 5 BB

4.2.4 BERAHS

PtEm-UE HJIZRE R AN IR, 0 B2 DI ZRIU BT BN X 28 AR A
WAz, BARBUIZREE T a0 R s
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* 4.1 PEhiR AR 25 )| Zrid 72
Table 4.1 Training Process of the Perturbation Embedding Network

IN: BRI SN ZEARLE D, ik AL B, QBRI F, Bifss>)
BIRT, ?Hﬁﬁ\j(/J\TE,TF’ %}j%nE:nF
e YIZR5E & TR B RN X 4%

1: forn=1inT do:

2 #EFNAIRA M SR, R BB S

3: for index in Ty do:

4: MANGREE R — L, MRS A7 R AL BB P,

5 Iyr = E(, Py) #EI IR N IEHFEAR

6: L= ZINEED(”(pj(INE):(pj(lUE)HZ) GRS RER S

7: Lc, = CL(F(Iyg)) G NG SO A= E PN
p® +pY

8: Lewuster(lyg, Y) = Ziijw #IT IR R R

9: Liotar = Ly + BLcL + VLciuster

10: 0 < 0p — MeVo,Liotar

11: end

12: HRSEINARA M XS4, R BB S

13: for index in Ty do:

14: ME REIAS AT 2R AR — e Ty

15: 0p < O — NpVe,CL(IyE)

16: end

17: end
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® 42 iz
Table 4.2 Training Process of the Perturbation

A ENEEELE D, IR IMBIIRA LS B, BB F, B
ENLCRFKEE L, BB SJRIR T, #IRKANTp, Trr % 21%np, 1
fath: miLILsh P

10:
11:
12:
13:
14:
15:
16:

for n=1in T do:
#EHTNE), RARERR S
for index in Ty do:

MANGREE HRAE— St

Iyg = E(I, Py) HIG PSRN IR FEA
Le, = CL(F(Iyg)) R DN E N

® (0)]
D: +D; N N
Lewuster(lyg, Y) = Ziijw #IT IR R R

inter

Liotar = aLcy + BLciuster

P« P—=1npVg,Liotar

end

HREEINANSH, BB 24

for index in Ty do:
A I ANT] 22 REARAE — B Ty
O < Op — UFVQFCL(IUE)

end

end

4.3 SR

4.3.1 SLBGE

BB i, FAVEH T A28 F 085 4 : ImageNet fl CIFAR-
10. X%fT ImageNet, FMIFEHLIESE T 12 N30, BE5Z 38,000 KEHG, FrN
ImageNet-12. XfT CIFAR-10, FAd A Hda4E .

BELSRR: N T A VPN AR SCO7 195 S [ AR AL AN S5 S 1 A A
AV FH DU AT b2 3 B934T T S50 : SimCLR W MoCo v2.BYOL F SimSiam.
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BeAk, FATBENAR T =FPAS [F] FIBL AL 4244 : ResNet-18(RN18). ResNet-34(RN34).
DenseNet121(DN121)f1 VGG-16. 55 H11% & ResNet-18 QB A AR I &
5 FH B AL P BRI ZE A

SR A SR8 PyTorch SEIL, JE7EHAN RTX3090 GPU [T 5L
55 HEa AL 100 %2, M ARBEAR AU ALY 25 200 56 . FRATTHS: CIFAR-10 1 ImageNet-
12 (At B RN IV B D 512 F132, 22 2] 309 0.001. BRI HL N Bm Ul s # 18
F s S rh A R AT R R, MBI KR E N 64.

4.3.2 BHIEEIE

% 4.3 PtEm-UE 1A %k
Table 4.3 Effectiveness of PtEm-UE
[ B ]

s Tk W 5]
SimCLR MoCo v2 BYOL SimSiam

Clean 91.39 91.54 92.67 90.67 94.76

Gaussian 90.28 90.05 91.21 88.13 91.55

CIFAR-10 TUE 48.08 51.63 55.70 70.53 10.61
Cp 38.65 47.04 51.47 48.62 94.53

PtEm-UE 40.05 46.07 48.05 46.81 29.07

Clean 85.17 86.98 86.38 85.82 89.62

Gaussian 83.65 84.96 84.98 83.91 87.17

ImageNet-12 TUE 47.06 48.21 50.13 55.97 9.94
Cp 45.87 46.87 48.67 50.71 74.71

PtEm-UE 44.60 46.55 47.38 48.62 17.65

ARSI PP T PtEm-UE A2 AN A FEA A R, S5 R 4.3 Pios . A
R SR TP AR R B 25 L IR IR AR 5 e B U IR —
B DM ORVPAL A S B (AR R AN AT 20 B ZR)m, AEa4E B
7RUEFF (ACC) VENMIRIR R, AFLELI TUE A CP /F Ny EE XL i,
NEATMRER T X s S U w] SE FEAS B W e = ZE R B 2. TUE S8 I 50 2Rm)
o PR SR B T e RS, AT PRI AN R S9N Kt s 10 CP U SERIL 1 &
XA s STHEZR R JE 22 50 b B ikt o X A RP VA BIAE I U IS T I 25 (¥ T oF
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BETIZKE. AELER T TUE. CP LR WFPIEL 770 (R 8 BE AR
mE TR A RS g5 R, B8 “Clean” A “Gaussian” 947 7 B3R 78 IEHAE AR
A e A REAS 1) ACC A, BRI ACC (AR I ORI PERE . MG th e R
B ERAR ACC 1 T I RAARFRE . SEIGZE TR, KZHUEH T PEEm-UE {44
PEREAL T Hofh )73 EAEZRE, TUE 78 3 MBS FRRIIA L PtEm-UE
1 CP, #t—B M T HRATNEMRS . REER &%, TUE J7ikf ACC 14
¢ PtEm-UE Bk CKZ) 10%) , {HAHXST CP H) 80%/c 47, PtEm-UE ] 20%/f&
SREH REMH . FL L, 20%M ACC EEE LR R LK R R 7R, JF
BT CP. JLHSZE 20%F1 10%IX ANAERGS, 25 R B 52 br R A I AR97 755K,
CARBIRE RSB . &G, SLRIERE, @SR ACCHILTS
TEFREAAHIR], 20 e 7 75 A e R0 b B bl 2 5], 3E—PAER] T PtEm-
UE 7EA Al SRR A ORAP IR AT 2

433 TS

(1) BIFEERHE:
SIS RAIE | PtEm-UE £ AT 2RI 2 RE (R 4.4) o B TAUREAAY

5 SRR F AR . IR FERT S B, BRATRAMIAE 73 25 HER 2 (ACC)
YENPHAliE R . XL TUE Al CP WM 137 %€ TUE 3@id 2K 0] 73 g 5 80 m)
LA, CP NSEILN L2 2 e 22 Bidi . SRER¥# 2R, PtEm-UE 7E 2 $3)
NIRRT SR ORI o fEARE S H, TUE B ACC HEE T
PtEm-UE 5 CP; &% ] F PtEm-UE /] 20%AC {H & T TUE 1) 10%, {H %
FT CP 1) 80%. BRI, 20%MHERGR L& 7B e Sy, 1M e T
FEFEAN ACC H 5 IEHFEARET, UF B HICEA AR A % 5] . 25 EAA,
PtEm-UE 7EIERE MM R I (1, TR EA R RIE IR L2 B4 R, i
FEARAPROR DT, AT B 77, PtEm-UE #FJEFL T 3 K3, se e feis i
RS st R R K
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® 4.4 BNGEILITRIEX
Table 4.4 Comparison of Cross-Training Algorithm Transferability

T B 2] fiag=s
T AT
SimCLR ~ MoCov2 BYOL  SimSiam 2]
Clean - 85.17 86.98 86.38 85.82 89.62
SimCLR 47.06 71.07 75.39 59.69 9.94
MoCo v2 70.42 48.21 72.18 61.06 10.55
TUE BYOL 68.95 71.82 50.13 59.81 11.04
SimSiam 71.62 69.83 73.17 55.97 9.83
AVG 70.33 70.91 73.58 60.18 10.34
SimCLR 45.87 69.92 73.41 48.22 7471
MoCo v2 69.97 46.87 71.68 53.31 74.27
CP BYOL 64.02 62.97 48.67 54.94 73.4
SimSiam 66.37 67.09 69.23 50.71 71.34
AVG 66.79 66.66 71.44 52.16 73.43
SimCLR 44.60 67.82 70.04 50.75 17.65
MoCo v2 68.97 46.55 72.34 49.78 17.72
PtEm-UE BYOL 64.14 60.84 47.38 49.94 16.3
SimSiam 63.82 65.24 67.03 48.62 14.77
AVG 65.64 64.63 69.8 50.16 16.61

(2) BHEEHIELR:

ARIGHE— VP T PEm-UE A2 RIS ] 22 AR FE S [F) A7) 20 ] (1 1%
Y, @RS WE 45, FUTERERGTRIE, FRATER N SRR H & K H RS
B BRRE) 5 1 AN T 25 A B R AR AR B A AN [R] B, I BN AT 22 A 1
TR R, RIEs R AR RE P . FRATTTE CIFAR-10 Zds4E A SimCLR %32
FH ResNet-18 A5 81 A s AN AT 22 A, [l J DA AS RIS RS 284 (f0.35 ResNet-18(RN-
18) . ResNet-34(RN-34). DenseNet-121(DN-121)f1 VGG-16) #£ CIFAR-10 ¥4z
FE W FARS P HIRIL, JFSIEFFEA K CP M TUE JNEAT AT . &
IR ACC B LU AAFRIE . LIRS K W], [k DN-121 4b, PtEm-UE {EA A7
ZErIA) I T RAFIIEREE, R T CP.
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Table 4.5 Evaluation of Cross-Model Transferability

ik RN-18 RN-34 DN-121 VGG-16
Clean 91.39 91.42 92.17 90.53
TUE 48.08 50.31 48.26 39.15
CP 38.65 49.49 44.34 37.6
PtEm-UE 40.05 47.75 46.05 33.91

4.3.4 MR RIEITAE

ASEHG R T =N AR (PSNR. SSIM Al LPIPS) $-fili AN AT 22 REA (41
R IXEIRAR SRSV 1A R AR R IR LT, TR TR AR 508D
FRUETEAZ R BRI 2 7. DA J7E (1 TUE F1 CP) I8 RAEBENL I3 9
BRI R EGG R A, 1 PEm-UE U F R 9 25 B 5 B sl To % b
NEHE . AT RSN 5 B N ARG, TR0, T 25 52 T
Wi E. WK 4.6 fizn, PEm-UE [ PSNR (31.87) 1 SSIM (0.842) ##,
LPIPS (0.194) #f%, BT TUE Al CP. XeLFghribyLilid A ImageNet-12
BB 10 T B TH RSP, TRIE T VRS A M, 7R/ iE T
PtEm-UE 7EA 2R3 500 5] B m DRAasp g s (1 10 o o 2

K 4.6 LIRS
Table 4.6 Visual Quality Evaluation

Jiik SSIM PSNR LPIPS
TUE 0.814 30.46 0.325
CP 0.741 29.02 0.386
PtEm-UE 0.842 31.87 0.194

4.3.5 WAL EAEEN

ANHPEEREA N S N AR R, B IcER A R 2 IR B R B AT
TALFE DASE s I 2t OB T & e o XA SESG Y, AT 1 2 R AL 25
2% CIFAR-10 #dla b EAE R AN AT AR A BEAT S8, DAPPAS 1B A 12 15 RE 200
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XL b B VE RN AT 2R . SIS T LR R IR X T RELEE
o il 7S (bR HEZE D 8/255 BY 64/255; W TN, AT RTINS, 43l
8T 3x3 B 15%15 I4%; X T Cutout 7732, KA 16x16 I IETT TR IX B AT U1E]
EEXTHEREANA TV, [ TR R EZFMEN 025, JERAT USVT HiEPIHE
GERIE R, &R EREET 50%. &P EE AL BOR I T B 4.3 B, Sl
N 1R 47 R, 2835 FRATNINERR T R e, mRra e
SPH AN AR LT BT, Xt — B R LR T AT AR R PR A

F AT WA FITRAL 7V ) B P B
Table 4.7 Comparison of Robustness under Different Preprocessing Methods

Tiisb Clean TUE CP PtEm-UE
T b FE 91.39 48.08 38.65 40.05
BEALIE S 8/255 90.49 56.38 55.31 55.2
BEALIE 5 64/255 88.97 77.51 74.49 72.43
T k=3 91.21 50.47 49.72 48.04
m T k=15 89.86 59.29 57.45 55.39
BEALEBY 92.17 50.11 50.78 51.25
FEREAN 4 88.75 87.2 85.92 84.57

4.3.6 FEHRASCIE

(1) WIHKE R

ARSLIGIRD) TSN PtEm-UE PRRERISEN, RILhKEETE 1 E N 8
£ 128, HRSHRFEAL. d5RWE 4.4 FR, 4K IS 64 B, ACC
B TR, BB & T REARM AT 220 SR, #E— BNtz
£ 128 5, ACC fE&IMTE, RETERKKITSIR PN IR ML IR BE /7112
BT E SRR, X—#3ALE CIFAR-10 A1 ImageNet-12 %4 4 b 345 2| 56 1IE,
Peon TR K S N RCR Z BAFE — E R S R BT DL ESE, ARmEI KN
64 HIPLEN T Firfr SE 46
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Figure 4.3 Effect of Different Preprocessing Methods on CIFAR-10

(2) ARFEBR R FE

NPT S %) PtEm-UE B4 2CRERISEM, A FAE SimCLR [ B HESE
) R AR 4 A X LE S2 06 (CTFAR-10 2045 42 ) o B ResNet-18(RN-18).ResNet-
34(RN-34). DenseNetl21(DN-121)}2 VGG-16 PUf i BRI HEAT IR, K 4.5 &
7~ PLEm-UE [R5 37 R REAE A IR b ORI RS e IR h Y Bl o i AU A 5 2%
SPiirrtae, HAHIE ResNet-18 AT . FLUESLINR Y], ASFIZEM1E
TR A B SRR PR AR 22 S R XS B P REBE VAL 7 A2 R 3 I 22, BIIE 1 7712 48
FEFRIE o IX BT FRRE R T X BT Al AR e, SO I B 10 A5 1 5 e e
G 7 I LA KU
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~—i= CIFAR-10 B Clean
=i |mageNet—-12 Emm StegoUE
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601 \
3 S
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50 / <
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Figure 4.4 Impact of Different Perturbation Flgure 4.5 Impact of Different Surrogate
Lengths Model
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(3) REHEES 5IIGHIER

XHPUREA B 2E ol # R b AT SR AL, BlpCEE b im A Pish L3 B
PRI IS AR, ANRTEEREA AL U KR A . IR D A ik
SIS AR P RN R4, SR DA I L T i SR AR AR A A B 24 ob
JERALHIE I JCH O HE, E IR A s AR A T-H0E, 1M HLRE U847 2
SRR AR, AERERLE S 5 2] BUPRBN R AL 1 HE Hicdis [ 4 X SRk, AT
TR GREE A Al A

T 4.6 P, FAVEINZRIA R Bl @ AQCBAAR,  Sei g Rt — b i
E T AR AR AN AT AR AR R B o AR AL B H AR 1,
TRAE I BN I AR B A A BEH L 5 5 T2 — P o A 2R 2 ST LA e ik (0 R e bk T
Yoo MR U HNZARA D IR, AT 5E NI Bt th IR ECE S, JUHE
FEI BN S BARAR AL 3 RIRAE DL, BT A E = B B AR Ik, st
ZANEAC BT BNAR FT REAE LLIA B FIE R S BRI 2R AR I g5 T
WL Z5 &, ANEICH AR ORAS AT AR AS IR B 25 PR AT 2 ST RE T ik
SETERIZR . B IZD B R S BUE BTN 559, JoiE SEIBIE I AT s, it
11 ) 55 AN W] SRR AL S B B R R A R
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Figure 4.6 Impact of Whether the Surrogate
Model Participates in Training

(4) AETRRBEE LW

NI EA T P4 R S G R, AT — B T EAETR K E T
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Figure 4.7 Impact of Different Loss
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(Loss1) U FH B BB (Loss2) LK FIE S A (Our) =Mt B IR
U 4.7 Fros, B B S B BRI KR B R B REAE % B IRl T
FAF— €A PRI A S A AT AR TE RS EA R e UR e ek 1 IRY e
71, BPIRHBURIRG I, ANATAROR 5, B A r AR B S
T M E R N R R I AW 2 ROR R E R e Yl T AR SR R R Bt
WIE SR G R PIAR: S
(5) RATEAREA & LU

FEFLSEI AT 22 R N T3 5t Bdia IAcsR 3 A mT RESCER 21 1) Budls o AR
H L —{EUR, BT AT SR AR I o5 AR A B BEAR ) 100%. Bk, SFxEAnT 2
FEAS (5 FER SR BAT I B . AR SEIGE S ) ImageNet-12 #dfa AR AN AT
EREAS 5 LEBEAT I, S50 v AN SRAK Y 20% 2 =51 100%, 73 AIAE H R AN
[ AT s S S N AT SR . SEIR R WA 4.8 Flo, B tadr o (UfH Y
A BRI ZRA 45 2R 5 T S C 3T 26 M s ) Ao P S5 B RAS W] 2 R A BEAT U 25
G AE RRW], AT EEREAT AR ) 22 2] P AR B R . B R SR P
BREAAAREAR (Bl 80%) , N EFHA N R aG BR 53 2 s 1t B, A=A 1
RIHIRE DU AT 2 S 00 B RN ZR AR R AR DL X8 W], AR AREAR A B
ANBEABIL A BN ZAE S, BN BRI ZRR fEma g Fe2 b, A
AR T BT R a8 BB B, A AR A A AE DGR BRI BT,
TRAT L 22 SIHEZR ) S R, IR RO B I AR o X e AT 22 RE AR I 22 2] o BRI,
BEINASRTAREAR R LB, B3R 2 B an BB K e g i), BRI VERE U5 REAS 2 R FF
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Figure 4.8 Impact of Different Proportions of Unlearnable Examples in the Training Set under
Various Contrastive Learning Algorithms, (a)SimCLR, (b) BYOL
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4.3.7 NAIFEHARREN

Wk 4.9 s, A SGEE P #8787 PEm-UE ZE AR PLalsh Rtk .
HETIIGRSE BRI RN 2%, FATTIRHL 6 Sk A FISRA I R aG IR, 2B AN AT 2
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LXK AR S] o X B RN U1 7 0547 5 R R 45 ) S D0 s P %
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Figure 4.9 Unlearnable examples and their noise
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ALK SEBLEHE I ZRE B 3B 7 26— B BOR ISR A P 25 5 A AR A
sz it e B RIS 58 i BOsACE Hrat sh g s A AT 22
Peo it 7 PR EAMABUR R AL, X LA S BURIE I TR P RAE S SR AR, I 95
RS SCRFAE AR RE T AT B B 22 2, MRS AR N R E S
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