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ABSTRACT

With the rapid development of multimedia and network technologies, the
replication and dissemination of audio data have become extremely convenient.
However, it also poses significant challenges for copyright identification and content
authentication. To address these security issues, researchers have adopted digital
watermarking techniques to embed identifying information into audio signals, thereby
protecting copyright and enabling infringement tracing and source tracking.
Nonetheless, in practical applications, various attacks may erase or degrade the
watermark, undermining its capacity for verification and traceability. Although many
methods are robust to common signal processing, they remain vulnerable to
desynchronization attacks. Against this backdrop, this thesis focuses on robust audio
watermarking techniques designed to resist desynchronization attacks, and the main
contributions are as follows:

(1) To address the insufficient robustness of existing audio watermarking
algorithms under desynchronization attacks, a robust audio watermarking algorithm
based on intra-frame energy relationship modulation is proposed. The original audio is
first segmented into non-overlapping frames, each further divided into three non-
overlapping sub-segments. The average energy in the mid-frequency band is extracted
as a feature. Subsequently, a triangular modulation strategy is applied to modulate the
energy features within each frame to embed watermark information. To balance
imperceptibility and robustness, an optimization strategy and a buffer compensation
mechanism are introduced. During the extraction phase, the watermark is reconstructed
by analyzing the intra-frame relationships. Experimental results demonstrate that the
proposed algorithm offers high robustness against common signal processing attacks,
time-scale modification and pitch-scale modification, while maintaining excellent
imperceptibility.

(2) To further enhance robustness against desynchronization attacks, an improved
strategy based on the conventional patchwork method is presented. In this method, the
audio signal in each frame is divided into two non-overlapping segments, and the mid-
frequency energy is extracted as a feature. The watermark is embedded by modulating

the energy relationship between these segments. A linearly decreasing buffer
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compensation mechanism is designed to ensure a balance between imperceptibility and
robustness. To tackle the highly challenging cropping attack, a symmetric
synchronization-code embedding and detection mechanism is developed. In the
embedding phase, synchronization code groups are embedded symmetrically and
redundantly to provide a basis for subsequent detection. In the detection phase, these
synchronization codes are used to determine if a cropping attack has occurred. If
cropping is detected, a sliding window locates the watermark region for reconstruction
via intra-frame relations; otherwise, extraction relies on the two-segment energy
relation alone. Experimental results show that the proposed scheme not only ensures
high imperceptibility but also effectively resists desynchronization attacks (especially
cropping) and various conventional signal processing operations.

Keywords: copyright identification; audio watermarking; desynchronization attack;

buffer compensation; relation modulation
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Figure 3.2 An intuitive illustration for triangular energy modulation
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Figure 3.3 An intuitive illustration for the proposed buffer compensation strategy
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Figure 3.6 Impact of embedding rate and strength on audio quality

31



Hntii =R e VA7S'S

Kl 3.6(b)iE—F /R T1E 30 bps HIMEE AR T, A[FHA 58 LR R [H
ODG ZEH. WJUAEH, B HRNSRE RN, ODG [EZ#i K. (HAESFPHRA
SRAE R, T3 ODG (HIGLE -1, I HER/MRNBRE N BT 0, XRIHAL
TR BT B IR A . 456 % S S 5B AE PE AN I, AL
LML S p=8, BRARANEERE N 30bps (FRAEAARAUID « 77
THRIIE, HTEES A HAE RN, Hxbre S, FRSHRE TR
FrAEm . SR, SEIREh AR, ASCHTE NS H0K B AR A SEREE
MR (7 1 AR R

3.3.3 JKENEEMENSR

NT AFHEBEAT VR, EA S PRI T A SO E . BRI, X
TR AT, ASEERHA] AWGN, (UAS/KENE 45 M S 2 7] 1) SNR 7370008 20
dB 5 30 dB; X FEAMAIGE, BEHUESHIEAEN 16 LKA 8 Ar: X TiE
FEAETROR T, AETR R B BN 0.8 1 1.2, W TR AT, BB AELERN 0.5
P, LI A8 oK EME SR ) 20%. 1€ MP3 [R5 M, R4ER% 54 5k
HX 128 kbps 1 96 kbps: [FIREHL, 7 AAC E4aBididh, 455K 128 kbps Fl
96 kbps HIFLEE . X T B KRS, 1 ek K BT E SRR A 44.1 kHz PR
FEZ 22.05kHz, 2R)5 FHEE THREERE 2 IR 48 1) 44.1 kHz. 5 TREIE R A
AR E N 8 kHz, 17 e R B B E SR 15 € 4 0.5 kHz.

N T VS A TV BB, A SR H 10 D71 5 SO b DY e S gk 1) & ARK B
AT T HB. AT THR, A A T 7 i & v = MiEsE, Heirk
RIS ST 5 R 44 . W3R 3.1 B, = M5 SCBk[2 1R [S9]Hh it 7 i
—FE, 0P W5 5 A BB R I R I SRR, IR T BRI BER AT,
SCHR[S81H H 17V TG A8 R e e e A [ 75 Bt , 372 PRI Ay g 24 A 11
& N R EIE LR B E IR NRHE, 2 @ R S BRI B, X R
ME2 2 3B R0 o AU, (A1 7 Moy 51N I AEIR [R] 75 0 23 U I BUARFAE, AT
FHUKENSEHURM . 54k, SCER[42180 7760 K B sk = S 4, HAETH
7 BRI 7K IR ON SR RN TR 6 (1 AR BO BURS . 2 R NSRS i, B I
BRANHER T8 B 229/ 3 BN HLEE N RFIERCR RIS, AT HISS T /K BN &R

32



Hntii =R e VA7S'S

# 3.1 AN 30bps T, ANETTIE0SH WA H°F 1) BER F1°F# NCC A
Table 3.1 The mean BER and mean NCC of different methods against
common attacks at an embedding rate of 30 bps

o HR[21] SCHR[S9] SCHR[S8] SCHR[42] — ]
R
BER | Ncc | BER | Ncc | BER | Ncc | BER | Ncc | BER | NcC
Tt 0.00 1 0.08 | 0.9991 0.00 1 296 | 09687 | 0.00 1
g 7 30 0.01 0.9999 | 0.09 | 0.9991 0.19 0.998 | 4939 | 04877 | 0.39 0.996
(dB) 20 0.03 | 09997 | 0.09 | 0.9991 196 | 09793 | 5031 | 0.4775 370 | 0.9641
21k 0.00 1 0.08 0.9991 0.10 0.9989 | 47.69 | 0.4882 0.27 0.9971
W g 0.8 0.00 1 0.08 | 0.9991 0.00 1 253 | 09729 | 0.00 1
A 12 0.00 1 0.08 0.9991 0.00 1 243 0.9744 0.00 1
[l 123 | 0.9871 1.58 | 09833 | 21.49 | 0.7743 | 49.78 | 04817 | 291 0.9687
MP3 128 0.00 1 0.05 | 09994 | 0.03 | 09997 | 39.57 | 0.5872 | 0.00 1
(kbps) 96 0.00 1 0.17 | 0.9982 0.08 0.9992 | 46.86 | 0.5134 0.01 0.9999
AAC 128 0.00 1 0.08 | 0.9991 0.00 1 4534 | 05262 | 0.00 1
(kbps) 96 0.00 1 0.08 | 0.9991 0.00 1 48.75 | 0.4908 | 0.00 1
HRFE 0.00 1 0.16 | 0.9983 0.16 | 0.9983 | 41.97 | 0.5609 | 0.00 1
{RIE JEDE 0.00 1 0.32 0.9966 1.17 0.9876 | 48.47 | 0.4936 0.01 0.9999
FRrEJE 0.00 1 1.59 | 09832 | 4246 | 0.5615 | 49.89 | 04859 | 0.08 | 0.9991

PR PR, RARRE N N2 H: X Rsised, & 100 AKEE
SEEATMIER—DMEEA T TSM By, I (A 46780 OB T B (0.8, 1.2 X
T PSM Hril, EORFFE SN KA T, & @A RS R ROELE0.8, 1.2]
TLHIN .

3.2 FEMRAZN 30 bps T, ANFEITT A £ R Bl (-1 44 BER A2 NCC

Table 3.2 The mean BER and mean NCC of different methods against desynchronization attacks
at an embedding rate of 30 bps

-k Hik[21] SCHR[S9] SCHR[58] XiiR[42] =

BER | NcC | BER | Ncc | BER | Ncc | BER | Ncc | BER | Nec

BEI(1%) 49.80 0.4991 49.27 0.4925 28.55 0.6986 3.97 0.958 6.30 0.933

TSM | 80% 49.67 0.5023 49.39 0.491 39.63 0.5841 49.74 0.4866 6.74 0.9344

TSM | 90% 50.09 0.498 49.47 0.4925 35.60 0.625 50.18 0.4822 4.12 0.9604

TSM | 110% | 49.95 0.5015 49.69 0.4901 35.61 0.6236 50.24 0.4814 5.02 0.9531

TSM | 120% | 49.79 0.4986 50.41 0.4806 37.76 0.5989 49.70 0.4838 6.30 0.9401

PSM | 80% 50.04 0.4939 50.13 0.4852 39.72 0.5824 50.21 0.4741 16.83 0.8287

PSM | 90% 50.31 0.4918 49.62 0.4946 36.14 0.6178 50.44 0.4809 8.05 0.9181

PSM | 110% | 49.21 0.5031 49.55 0.4899 36.30 0.6186 50.63 0.4749 9.99 0.9009

PSM | 120% 50.33 0.4937 50.09 0.4918 39.23 0.5843 49.86 0.4807 15.36 0.8417
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Figure 3.7 Average SNR (dB) and ODG values under different buffer window lengths (£)
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F 4.1 FEMANFEN30bps T, AFEJTETH WICH#)°T-#5 BER F1°F-#) NCC {4

Table 4.1 The mean BER and mean NCC of different methods against common attacks at

an embedding rate of 30 bps

— SCHR[40] SCHR[61] =i AKX T7k
BER NCC BER NCC BER NCC BER \ NCC
T 0.00 1.0000 0.00 1.0000 0.00 1.0000 0.00 1.0000
18 75 30 0.11 0.9989 0.19 0.9980 0.39 0.9960 0.13 0.9987
(dB) 20 1.82 0.9807 1.96 0.9793 3.70 0.9641 1.45 0.9850
=2k 0.11 0.9988 0.10 0.9989 0.27 0.9971 0.13 0.9987
ik F2E 445 0.8 0.00 1.0000 0.00 1.0000 0.00 1.0000 0.00 1.0000
hise 1.2 0.00 1.0000 0.00 1.0000 0.00 1.0000 0.00 1.0000
[B] 75 1.24 0.9870 | 21.49 | 0.7743 291 0.9687 401 0.9600
MP3 128 0.00 1.0000 0.03 0.7743 0.00 1.0000 0.00 1.0000
(kbps) 96 0.00 1.0000 0.08 0.9992 0.01 0.9999 0.00 1.0000
AAC 128 0.00 1.0000 0.00 1.0000 0.00 1.0000 0.00 1.0000
(kbps) 96 0.00 1.0000 0.00 1.0000 0.00 1.0000 0.00 1.0000
R 0.00 1.0000 0.16 0.9983 0.00 1.0000 0.00 1.0000
I D 0.00 1.0000 1.17 0.9876 0.01 0.9999 0.00 1.0000
fR R 0.00 1.0000 42.46 0.5615 0.08 0.9991 0.00 1.0000

M 4.1 FATLLEH, ASCT5755 SCRR40] 9 19 57— FE, S WIS 5 4k
B YR BRI B, JEIRMS T HUKH BER. SCBR[61]HI VAN B L I
BRI BT, XN % T FDLM 7k RFE,
ST R 7 R B SRR UK EAh, VR RFIE BRI B AT R BN 75%,
HTREEELR, B5ZIMOEIEBE T TATTLER S, 558 sk
T=ATGIRIEA L, W AR R M AT R ST A 1R, X E
TR T AT 4 IR SO o) BRSRE «  OR SR B SRVE (R R T, S i
B 112 AT R A ) SR B S K BN B DX 3, AR IR BRI 240 5 T m] R AR RN
XAk o 35 =2 prfde Y 0 = B o Bk MG v, el T REmIR R 7 N =B, AR R B
BB IR RS>, 2B BT IURAE 2 2 T8, AT & stt. 41
2, SRAWB I By e e — e R 2R % n) i, B2 mrik NRFAE (1Y
faEtE, MG RGBT

(2) $}5h, TSM Fil PSM X

F A2 AHTTE 30bps AR, &% =Fh R FDHE, X 77k[40] 77
[61]« = AR 7725 A4 & B i th vk AT S H DRI I 25 5 o MR e LG H,
SCHR[40]45 AR % 7 1A AE RS A TSM Zh R R BUARIE , 350043 T %4/ BER 14,
W T SCHR[6 11 AT I v . R SCHR401x #1315 TSM Wi B — & &
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e, EAEHEXT PSM B ACR B RANE: TOCER[61]SEAE PSM Al TSM
Wi MR & — @ Ibiae ), HRDRJIEE 20%, FEIEETHRMH THS
FIHR IR ZE (30 bps) o FHELZ T, AT Fri i KT AAEANF 5 ) TSM A1 PSM
Wil FYIRE R R G, BER LAMET 10%, ORI T ki &ttt
® 42 FERAZEA30bps T, ANFET7ER 2 [F2P Y (#°F-2) BER #1733 NCC {8

Table 4.2 The mean BER and mean NCC of different methods against desynchronization
attacks at an embedding rate of 30 bps

SR SCHR[40] JCHR[61] =y hi el AX Tk

BER | NCC BER | NCC BER | NCC BER | NCC

PHE(1%) 3.05 | 09674 | 31.04 | 0.5814 6.3 0.933 10.55 | 0.9022
TSM | 80% | 0.8 | 09981 | 2330 | 07105 | 674 | 09344 | 124 | 09871
TSM | 90% | 012 | 09987 | 2125 | 07395 | 412 | 09604 | 068 | 0.9929
TSM | 110% | 019 | 09980 | 2036 | 07522 | 502 | 09531 193 | 09799
TSM | 120% | 017 | 09982 | 2338 | 07079 | 630 | 09401 | 740 | 09228
PSM | 80% | 3433 | 06113 | 3119 | 05892 | 1683 | 08287 | 7.03 | 09281
PSM | 90% | 49.72 | 04317 | 2557 | 06771 | 805 | 09181 | 217 | 09776
PSM | 110% | 53.56 | 03840 | 2101 | 07429 | 999 | 09009 | 371 | 09618
PSM | 120% | 3569 | 06010 | 2585 | 06715 | 1536 | 08417 | 1231 | 08721

(3) #HIH

DN ESAEAS 4 PR R A B RN 5 U SRS PR AT AR, TR SR IR A T
A LB BT BT (10% 15%. 20%- 25%- 30%) X Bk =R ik 5 A= 7
VAT B LL VP . B R R [FPAD A P ISR AN B R, SEEH

# 43 16 10bps NEF T, AFEF7EETE BT -7 BER 5% NCC

Table 4.3 The mean BER and mean NCC of different methods against
cropping attacks at an embedding rate of 10 bps

e JLHR[40] SCHR[61] =R AKX TF%
BER | NCC BER | NCC BER | NcC BER | NCC
10% | 4118 | 06509 | 51.68 | 03299 | 5008 | 04644 | 000 | 1.0000
sy | 15% | 4690 | 05388 | 5200 | 03094 | 5005 | 04651 | 0.00 | 10000
20% | 4708 | 05368 | 49.12 | 03591 | 4938 | 04763 | 000 | 1.0000
25% | 4520 | 0.5548 | 5054 | 03348 | 4957 | 04791 | 000 | 1.0000
30% | 46.68 | 05376 | 5098 | 03131 | 4998 | 04710 | 0.00 | 1.0000

RN R — BN 10 bps. MK 4.3 TR, SCHR[40]55 SCHR[61T7E T 387
TGt B 357 HH IR 56 A SR BRI O o X B T3 BT AR I L AT By R, T 51K
IKEHRANAT B R AL B E R, 7 E RS K E R R R B o 7 A 25 4 H 11 77 0@ it
SINKFRIFEIA AL, AL BE AT BRI B Y Bk (R R A, 38 R HERf & ALK B RN
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P . UGS REBY], BMELERIE 30% 98B 98 T, AKEM AT eaEmiR i, 78
TPUSIE T %7 IRAE AR R BY My T ) R

4.3.3 HRhSCLE

N T W LG P AME I B R X2 R P B PR RE RS2 U AE 3.3.4 134T T
RAHIHT, W AFEIR . T ARGV 3.3.4 T IGITEMERIA T2 H 2

T PR 2 e 2 AL A £ R M8 77 T T X531
* 44 &£=250Hz FEMAMEMBGER) 2204 MER] SNR AT ODG, JfAE

TSM A1 PSM i N ) BER
Table 4.4 SNR, ODG, and BER under TSM and PSM Attacks for Buffer Compensation (BC)
and Improved Buffer Compensation (IBC) at & =250Hz

B SNR ODG TSM(80%) TSM(120%) | PSM(80%) |PSM(120%)
BC 24.18 -0.7944 1.24 7.41 7.03 12.31
IBC 25.31 -0.6401 1.03 5.71 5.58 8.76

TSM F1 PSM it T i) BER
Table 4.5 SNR, ODG, and BER under TSM and PSM Attacks for Buffer Compensation (BC)
and Improved Buffer Compensation (IBC) at & =500 Hz

#* 45 &£ =500Hz TZ2mMAhER K22 2 1) SNR Al ODG, Ff7E

e SNR ODG TSM(80%) TSM(120%) | PSM(80%) |PSM(120%)
BC 22.55 -1.6464 1.09 425 343 436
IBC 24.62 -0.7982 1.1 5.76 5.42 8.19

I 4.4 F1K 4.5 Pios, 280 E 5T 250Hz M 500Hz I9IRE N, XRH BC
A IBC J5 A ZK D& AT VEAl 730 70 BLEHF 35 SNR 5734 ODG, 4 ik
NIK BRI AR5 5 e i 22 Fh 28 L ) oty DAVE Al LB i . SR 4.4 FISR 4.5 AT AL,
RS 3.3.4 Wi AR 2 AMELEIZE SNR B ikF] 20dB LA L, {HIL
ODG HOEMT-1, HHBMHE, S AT, M2, SodERZT
IMEWLHIA AR SEE T 20dB LLERIR SNR, [AIRS ODG {Ht A F—1, WrigkiE
B, B SIS AR AN R . A, R 4.4 R 4.5 i LLUEE R, 7£ TSM
Wik, BRI AMENLEI BER ZRAK: MAE PSM b, REFE—
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4.4 KEING

AN T A B ks S BN R R AR R, B T AT R R R ] S5 X AR TR
A RGN ATLH1) PR A K BNV SR o 1207 ¥ 3 A M P B B /S ANAH 4T B i
PRAE RIS R MNIKEME S, R SRR MR AR EVE R RN, A7 R BAR 1 X & Ak
KRR . N 7RI RGBT Bl MRS IR RE S, Wit 1 SR AR
RS TUAR MR AN, F SIS0 DR I SR, SEEL 17 7K BN XIS PRd R i 5
BRI BeAh, FGE SN ph A AR, BE DT TOKENIX RS
FEAKEN X3 2 (] (A T 5, R 5Tt 1 Wt R R . SEER SRR, iR
IR IS T A Bl N RIS, AT Y. TSM. PSM 48 5 [H]
AU AN B U KSR, I T AR TNEE LR B A s A S
BRI
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51 2B

AR S H G E UK BVBORAE TN 2 A28 By (TSML PSM 5 &8 il ) 1)
ERPEI I TIRABE T o BUA BORAE RIS ISR Ay, 8 B [ 2045 B AR
117 BUK ISR AR, JeHE B By I B8 i 18 25 R Mt oy e BBk PR A
e — o DA PRIR G ) R, AN SCEG AR S 2R SR Il R G AR T ) Y
A, BOHIFSCIL T AN AT SR S R A RLRE R AUK BN, i
KA SERISAE | PR VAL 2 M i 5 T A R A A

oG, FREA EMUKENT AR TSM 5 PSM ZUil N & HIEA LA, A
SRS = F R T R R T = R R ) 5 G2 pPAMEE AL A B ARK BT
e IR TP 70 N =AM T B R R DCT S 3B i1
FRIREEAF VARG E FFIE . A EIX = BURE R 2 18] B = A1 LA 58 R R HR A K EN -
= BURE R A AL = AR RN EURF <1, ANRER R = AT R LEAF<0”
NPT R, Bt 7 RMER A IR . EEERE, RN
TSM/PSM i ili S BRI LA SRS T &AM U], Gl iR
DX A F RN XG5 AT R 7RISR DUR 22 SEIRE RR I, 1207
EAEIRBURE IS S AL BB . TSM A PSM Bty I 35 2 Lt 8K 14 - B A AN T 3
EILE

HIR, it — D R E IR S5 AN BN R R T4 e, B R s 3 BT K
i RATTRE 7, ASCAEER DU B4R 1 —Fh 4l & XUBL U A e 5 1 1) 5 e AR TR 2 6
B A SRR o 12 SR BRI > N A1 B, B I IR R P TR R
RN KED, $ETH T HRHIERIARE R . HA D RIHE T30t T XARFE P IR A 5
FEIBL 38 A IS 5 XS AL B R [R5 RS2, SR & 5t ()
ARG SE RN, T HERA A W5 A 15 A2 R B By A A I BT, A H I
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LR EPTR, ASCHTR W PR I BE AR UK A AN Al IR TR B B R, A
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