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Problem

How to prevent sensitive text contents from being leaked by
screenshots by digital watermarking?

Comes from Tencent Inc. (project cooperation)
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Screenshot Leakage

Sensitive content
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Non-marked: | want to go to Shanghai .
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Solutions
Semantic based . Marked: | hope to go to Shanghai . |

Replace the original word with a word with similar meaning
Format based

Adjust the interspace distance between characters, words or paragraphs
Change the color of characters or background and so on

Font based
Modify the structures of glyph in fonts T T T
l 1
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i he methods based :gl ext gpacing roposed...i :\\ original  bit “0” bit “1”
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Challenges (Font based)

Existing works cannot well adapt to small font sizes

High bit error rate (BER) when the font size is small, e.g., <12 pt
Segmentation errors arise due to the small word interspace
Existing works easily introduce noticeable distortion

The original glyph will be modified to carry either bit “0” or “1”
The modification intensity (for watermark embedding) is strong

Screenshots: SC}KE jule B 0 B

Segmentation errors: S oirinie rule «qn B
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General Framework

Font adaptive modification & Semantics-related segmentation
!

Y
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m= Font adaptive Watermark m=
= _— EEE—— . . EEEEE— EEEE—— . =
Abg modification Abg embedding
Original Original font Font variant A 4 Watermarked
document document
‘ L Watermark
(a) Watermark embedding
) Screenshotting S lated C d
oot e ke ics- entrol
mz e I emant.lcs re ate »> MOStOfuUsS — .
— we are in buoyant health, death i all but uaisaginable proj ection determlnatlon
Watermarked Document image Glyph images
document

|

Watermark igi . ) v
Watermark €«—— . Original Key searching |«— o« Abg
extraction centroid L .
- Glyph centroid
Centroid ..
A L Original font
dictionary

(b) Watermark extraction
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Watermark Embedding

Font adaptive modification

The glyph of the original font is used to carry secret bit “0”
The centroid of the glyph of the original font is shifted to carry secret bit “1”

Watermark bits embedding
Use the original glyph and the marked glyph for watermark embedding

iy —_— .A = = [0=
Times.ttf Times-1.ttf

The original font The modified font Original Watermarked
document document
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Glyph Centroid Modification
Step 1: Calculate the centroid of the glyph of the original font

Shift the centroid to right if the centroid lies on the left side

Shift the centroid to left if the centroid lines on the right side

Step 2: Adjust coordinates to match centroid modification

Modify stroke positions and thickness of the glyph

Coordinate instructions of ‘A’:
‘M158 109’,

‘Q199 143 207 162’,

‘Q218 152 227 143,

V144’
‘Q35 143 50 143,
IZ’

A —A

Original Shifted
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Centroid Dictionary

Store the centroids of the original glyphs
Centroid dictionary generation

Step 1: Generate the original glyph images and calculate their centroids

Step 2: Save each glyph Unicode and its centroid as a key-value pair

uni4l
x_centroid: 0.4800

unidl: 0.4800

uni42
x_centroid: 0.4960

unid2: 0.4960

e 03622 ‘ Used for watermark extraction

Abg

uni43

x_centroid: 0.3622
Times.tff -

unib5A
x_centroid: 0.4662

unibA: 0.4662

N - Q0
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Watermark Extraction

Semantics-related segmentation

Recognition: to identify semantics and perform rough segmentation
Projection: to remove redundant pixels and obtain precise glyph images

Watermark bits extraction

Compare the centroid with dictionary to extract the watermark bit

MQSt Of ‘ M uf ua u@m f @6 ‘ Secrets: 100101

Screenshot image Glyphs images
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Semantics-related Segmentation

Reduce segmentation errors

Obtain stable outputs

how  for
ﬂ%aw fo 1

Typical segmentation errors

for

f0r

(©)

granted

granted

granted

granted

granted

Different screenshots
result in stable outputs
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Qualitative Results

Satisfactory visual quality & outperform related works

Most of us, however, take life for granted. We know that one day
we must die, but usually we picture that day as far in the future. When

we are in buovyant health, death is all but unimaginable.

Most of us, however, take life for granted. We know that one day
we must die, but usually we picture that day as far in the future. When

we are in buoyant health, death is all but unimaginable.

Most of us, however, take life for granted. We know that one day
we must die, but usually we picture that day as far in the future. When

we are 1n buoyant health, death is all but unimaginable.

Original docx

Proposed

Baseline
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Quantitative Results

English texts with different font sizes

Experimental settings
Font: Times New Roman

Accuracy (%)

—C— Proposed method

Size: 10 ~ 20 pt 0 4 4 Baseline
Content: from a novel - . > - - g
Number of chars: ~ 700 Font size (pt)

5%~10% higher than baseline averagely Accuracy

N O Ietter WaS I n CO rre Ctly Seg me nted Table 1: The number of incorrect glyph segmentations oc-

curred in English documents with different font sizes.

Incorrect I hse mentatlons Fontsize (pt) 10 11 12 13 14 15 16 18 20
gyp g Baseline 0 1 2 1 1 2 2 4 2

Proposed o 0 o0 0 0 0 0 0 O
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Quantitative Results

Chinese texts with different font sizes W

Experimental settings g \/\\\/

Font: Simhei |
Size: 10 ~ 20 pt 0 | O Proposed method
Content: from news webpages "

Number of chars: ~ 350

For Ianguages Wlth flxed Wldth and Table 2: The number of incorrect glyph segmentations oc-
he|ght N glyphs’ the Watermarklng curred in Chinese documents with different font sizes.
performance performs better due t0  Foatsizeen 10 1 12 13 14 15 16 18 2

Baseline 4 15 10 3 4 3 5 5 7

semantics-related segmentation Proposed 0 0 0 0 0 0 0 0 0

Accuracy (%)

12 14 16 18 20
Font size (pt)
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Quantitative Results

Robust against screenshots after JPEG compression

“B AR, HRIEESEEET, EATMRIEREHERN. ” £ Most of us, however, take life for granted. We know that one day
AEEEERRINEEEERITE, REFRPERRFHFEPTABERAERE we must die, but usually we picture that day as far in the future. When
MHESRGNERNE, GRZHEARYHNZER, B2, E2FBM we are in buoyant health, death is all but unimaginable.

B, EHURASEENTRICENENEAREN, HERBFAEYL JPEG with 100% compression rate

A

Most of us, however, take life for granted. We know that one day
we must die, but usually we picture that day as far in the future. When

we are in buoyant health, death 1s all but unimaginable.

. . ‘[E g = r JPEG with 50% compression rate

‘ {3 Fev {3 : / i1
45% & m mm m % a Mest of ug, however. take life for granted We know that one day
we must die, but usually we picture that day as far in the future. When

J PEG com pression artlfacts we are 1n buovant health, death s all but vnimagmable.
JPEG with 10% compression rate

Format PNG JEPG-10 JEPG-50 JPEG-100 Format PNG JPEG-10 JPEG-50 JPEG-100

Accuracy 96.37% 90.33% 92.15% 93.05% Accuracy 93.96% 87.25% 89.93% 91.95%
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Ablation Study

Different modification strengths

. a system parameter controlling

NOQE»>

(a)

N W >

(b)

N>

(d)

L]
7K
Z.
8]

(b)

@j (N % =
zj (N % =

(c)

(d)

the modification strength

Language a=1/24 a=1/16 a=1/12

87.61% 96.07% 96.68%
84.31% 89.87% 90.16%

Chinese
English

The larger a, the
larger the strength

The larger a, the
larger the distortion

The larger a, the
larger the accuracy
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Ab | atl on St u dy Language Windows MacOS
Chinese 92.86% 90.18%
Different operating systems English 89.93% 87.91%

Different font rendering engines: determine how to display font on screen
The watermark extraction accuracy remains at a high level

L TR EBHITIEE S

.-
1 ] Glyph in Mac: smooth, less transition band

A

4 BITHHNNZEHATIEE S
1T Glyph in Windows: precise, accord with glyph coordinates

A
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Ablation Study

Different font styles

The proposed work is not
subjected to any font styles

[~ Font )

MicrosoftYaHei ‘ \

F, / YaHei-dict.is.
BfR  — (&R

3 Experimental Results and Analysis

‘MicrosoftYaHei’

Font Text 1 Text 2 Text 3
‘Simhei’ 94.37% 95.29% 91.92%
‘Simsun’ 92.96% 94.12% 89.90%

91.55% 91.76% 90.91%

K YaHei ttf YaHei-1 ttf /

"SI SR, TRIEESREEY, ESIMRTFRUSIEASE, " 1B
R EEMIATERBE SIS, FRIEFRF RBGF e RIR 7 iz a URMRY
ESRFNBERNE, SRERMSRNERD. fiSit, ESTENEERY

H. B BEEEER LR MENBASN. S IE A,
Original ‘MicrosoftYaHei’
"I ZEHFN, IREESEENT, ASIME TFEUSIEER, " 1B

BERIGEMIAEREEZ 20, TRIEFRF X BT e RIP T i A CRMRY
EEFREGAIERNE, SRERISYIIIEREE. S, EETEHEE

. Bl BEEERIARENEN SRS, s a.
Watermarked ‘MicrosoftYaHei’

20



) +&A% 4 Conclusion and Discussion

Conclusion

Apply font adaptive modification and semantics-related
segmentation for robustness enhancement of the watermark

Robust against screenshot (plus JPEG compression)

Discussion

Application scenarios: computer screenshot, camera shooting,
JPEG compression (plus other potential attacks)

Still long way to go ...
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Many Thanks!



